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Oonoul u3z enaeuvix npobiemamux 6 pazeumuu Kowyenyuu unmeprema eewetl (loT, Industrial Internet of Things) e
OONbUUHCINGE NPUTLOJICEHUTL ABTAEMCSL 0becneueHue UHGHOPMAYUOHHOU Ge30nacHocmu. Dmu npoodiemMvl CHAHOBIMCSL
6ce Oonee akxmyanvbHoiMu u3z-3a pocma cnpoca Ha loT u ux omuocumenvHoti docmynHocmu. Bempoums cucmemy
6e30nacHocmu 6 Kaxcooe yCmpoucmeo npakmuyecku HegoamodcHo. A max kax loT mocym npunumams ungopmayuio
om HOLULO20 KOIUYECMEA YCMPOUCME, COOUPAIom OaHHble PA3IUYHBIX QOPMAMOE OM UCMOYHUKOS C HeOOHOPOOHbLMU
XApakmepucmukamu, 0npoC UHGOPMAYUOHHOU OE30NACHOCIU 3aMPAUBAEm HE MOTbKO KOHKPEMHOoe YCMPOUCmeo, a
6CI0 cemb coobwaiowuxcs yempoticms. B cmamve paccmampueaemes npobnemamuxa ucnonvzosanus loT na npumepe
CMAPM-XONOOULLHUKOS. AKYeHmupyemcs, numanue Ha 60RPOCAX UHGOPMAYUOHHOU OE30NACHOCMU, HE DEUCHHbIX K
HACMOosAWeMy MOMEHMY, d makdce menoenyuu pazsumust 6 ooracmu loT.

Knrouesvie cnosa: UHmepHem 6@1/{4611; UHMENIeKMYallbHA MEeXHUKA, yMHbll; OOM, MHd)OpMaL;MOHHa}l 6630naCHOCI’I’lb;
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3a ocmanne oecamunimms 3pOCMAKHA PO3GUMKY DI3HUX MEXHOL02il NOPOOUNO 3AHENOKOEHHS, Wo00 be3neKu ma KOoH-
@ioenyivinocmi ix euxopucmanns. Ha 6iominy 6i0 ingppacmpyxkmypu 3euunoi mepeoici Inmepnem, Inmepnem peueti 6a-
3YEMbCS HA BeNUYE3HIU KIIbKOCMI 0amyuKie, 60y008anux 6 HatpizHomanimuiwi npucmpoi (na 2017 pik Kirtbkicmv npu-
cmpoig cmanosums mpoxu oinvute 20 minvapois [1]). bacamo 3 yux npucmpois docums npumimueHi i ix ¢ynxyii o06-
MedHCYIOmbCs 8IONPasKoio Ha cepsep 0yOb-Koi iHpopmayii, HanpuxIao, eumipro8ants memnepamypu. Ane éci yi npu-
cmpoi, 6 yinomy, gopmyrome eenuuesHi nomoku iHgopmayii i Ha makiu iH@pacmpykmypi 0yoyemocs "mepeoca me-
peoic”, wo ckradaemovcs 3 NIOKIUEHUX NPUCMPOI8, OIIbWICMb 3 AKUX MONCYMb CAMOCMIUHO NPUUMAMU NEBHI PIUeHHS.
Béyoysamu cucmemy 6esnexu abcontomuo 8 yci npucmpoi npaxmuuno Hemoxcauso. Punox loT-npucmpois esice neoo-
HOPA3080 CMUKABCS 3 HUSKOI CEPUO3HUX nopyuienb iHgopmayitnoi doesnexu. Tax, eéocenu 2016 poky byno sapeecmp o-
sano neputy DDoS-amaxy 3 60ky 6omnemy Mirai, wo nosuicmio ckradaemuvcs 3 "pozymuux” peueil - nonao nieminwbiio-
Ha Kamep, mepmocmamis, gideopeccmpamopie ma besniu inwux npucmpois. Y momomy 2017 poky 6yno nposedeno
amaxy Ha 0OuH 3 HAGYANLHUX 3aK1adis. ¥ yiu amayi opanu yyacms oauzvko 10 mucsau "posymuux” npucmpois, exmo-
uarouu kamepu, poymepu, mepmocmamu. Tobmo npomsazom maiixce 5 micayie supoonuxu loT-npucmpois ne sunpagunu
8pa3IUBOCMI, AKI CNPUUUHULU MONCIUBICb NOBMOPHO20 cmopents bomuemy. Cmanom na keimens 2017 poxy Mirai
6KaI04A8 6 cebe 3() modicausux emynayin opaysepis, Ha 8iOMIHY 6I0 5 00 nepsicHoi eepcii. A ye o3navae, wo 60m modxce
00x00umu OiLWICMb 3aX00I8 3AXUCHLY, WO BAUCUBAIOMbCS haxisyamu 3 iHgopmayitinoi 6esnexu. Cmeopenns QyHKYio-
HanbHUX iHmepgelicis i 3acobié ynpasninta pobums npucmpoi Habazamo 3pyYHIUMY OIS NOMEHYIUHO20 CRONCUBAYd,
00HaK, ye pobums npucmpoi 6invui ypaziueumu. 1 aKkujo Modciusocmi Kkepysamu APUCMpPOEM Y KOPUCHYB8AYA HEMAE,
HAAGHICMb HECHPABHOCMI CMAHe NOMIMHOW Juule 3a (Qakmom, Koau iCHyoua npobiema abo HACTIOKU 31amy Npu-
CmMpoI He BUAGIAMbC CaMi, 3anodisswiu, 8 psoi 6UNaoKie, wumanoi wkoou. 3euuaiino, yyacme 6 DDoS amaxax
CMapm-npucmpois He moodice 3anodiamu 8uOUMo2o 30umxy eiachuky. Oonax, nouunarouu 3 2011 poxky HeoOHOpaz06o
0eMOHCMPYBANUCS PEAbHl HACAIOKU 31AMY NOOIOHUX NPUCTIPOi8: OUCTMAHYIHUL 31AM THCYAIHOB0I nOMNU, OUCMANYTl-
HUL 371aM KapOioCMuMyIsamopa, aKuil no KOManoi 6udaeas cmepmenvhuil pospso ¢ 8308, nosue 3axonienus ynpasiin-
HAM cmapm-asmomooinie i m.0. CmMapm-xon00unbHuKY, K CK1adoea kKowyenyii "poszymmnozo 6younxy", macoeo we He
VEIUULIU 8 HCUMIMA 36UHALIHO20 CNONCUBAYA Yepe3 OOCUMb BUCOKY, V NOPIBHAHHI 3i 36UYAUHUMU XOIOOUTbHUKAMY, UYi-
noto. OO0Hak, 3a npocHo3amu ananimuxie ¢ Havoaudicui 7-10 pokie yi npucmpoi 6yoymo mamu xomepyiunui ycnix. Ha
OaHUL MOMEHM OCHOBHI MPEeHOU 8 CMAPM-XOIOOUNbHUKAX — Ye. YNpaseinHa yepe3 InmepHem, pO3YMIHHA 20J10COBUX
KOMAHO, MOJMCIUGICHb 3AMOGLEHHS A PO3NIZHABAHHS NPOOYKMIE, HASABHICMb 60Y008aHOT Kamepu. Y cmammi po3zensi-
0armvcs NUManHs iHpopmayitiHoi be3neku peuell, 30Kpema NUMAHHL Oe3neKu cMapm-xoa00UlbHUKIe. Buxooauu 3
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BBeaeHune

WurepHer Bemiel coBMemiaeT B ce0e Kak MHOXKECTBO
BO3MOKHOCTEH, TaK U MHOXKECTBO PUCKOB. CTpeMHTEINb-
HBII pOCT cIipoca Ha “yMHBbIe” yCTpOMCTBA M UX Pa3HOO00-
pas3ue CTAaHOBHUTCSI KICTOYHUKOM Ipo0jeM nx 0e30MacHOCTH
KakK JUIs KOHEYHOTO IOJIb30BaTeNsd, TaK M AT KOMIIaHW-
paspaborunkoB. IIproOperas nHTEpECyIOIee yCTPOUCTBO,
3JI0yMBIIIJICHHUKA H3y9aloT KaKk OHO 3alIWIIEHO H, COOT-
BETCTBCHHO, HAaXOAAT criocolb ero B3noma. Cucrema 3armu-
TBI TAKMX YCTPONCTB HE MOXKET OBITH OOHOBIICHA JOCTATOY-
HO OIIEPaTHUBHO, a 3HAYUT JOMa, MAIUHBI, OM3HEC CTaHO-
BATCS YA3BUMBIMHU K yIp03aM TEXHOJOTHYECKUX HOBUHOK.

Camoii rmaBHOU yrpo3oit OeszomacHoctd, u it [oT B
YaCTHOCTH, SIBJISAETCS 4eJoBeueckuidl ¢akrop. JlocraTtouno
Oosbie 00BeMBbI WHGpOPMAIIMHU, IEepPeChUIacMbIe dYepe3
ceTb VIHTepHeT, NPUTATUBAIOT BHUMAHHUE 3I0YMBIIUICHHH-
KoB. U ecnu B370M OTHETBHON MENKOI OBITOBOW TEXHUKH
He HeceT B ceOe Jalle BCero 3HauuTeNbHOro ymepba, To
HECaHKIIMOHUPOBAHHBIN JIOCTYN K CHCTEME YIpPaBICHUS
“YyMHBIM” JOMOM WM OPEANPUATHEM MOXXET HECTH YXKe
JIOCTaTOYHO CepPhE3HbIE TOCIIEICTBHSI.

CornacHo wuccnefoBaHul0 pecypca Raconteur [2], k
2020 roxy 25% Bcex NpPOM3BOAMMEBIX KHOepaTak OyIyT
MpUXoAuThCs Ha cdepy MHTepnera Bemeil. Ilpu stom
tonbko 10% Oromkera chepbl HHPOPMAILIMOHHBIX TEXHOJIO-
rui OyJeT HampaBJeHO Ha yIydlleHne kubepbe3onacHOCTH
Ou3HEC-CTPYKTYp | npeanpusatuii. Cieayer OTMETUTh, YTO
[0 CTATUCTHKE JIIOAM Topa3fo Oojbie OEcroKosTcs O 3a-
IIATE JINYHBIX JQHHBIX B CPaBHEHHWHU C JIAaHHBIMH, CBS3aH-
HBIMH C UX PO eCcCHOHANBHOH NeITebHOCTHIO.

PaccmatpuBass mH(popManmoHHy0 Oe3omacHocTh MH-
TE€pHETa BelleH, MOXKHO BBIJEIUTh HECKOIBKO OCHOBHBIX
npoOJieMm.

E>keZTHEBHO B CeTh BBIXOJAT HOPSIKAa 7 MIJIJIHOHOB HO-
BbIX [oT ycTpoi#icTB, 9yTO BiedeT 3a coboil MOsABIEHHE HO-
BBIX YS3BUMOCTEH. YSI3BHUMOCTh YCTPOWMCTB OOYCJIOBIIEHA
psAnoM GaKTopoB:

— CraHgapTHBIEe YYeTHBIE 3aIUCH OT IIPOM3BOIUTENS,
cinabast ayTeHTH(PHUKAIINS;

— OtrcyTcTBHE MOAJEPKKU CO CTOPOHBI MPOU3BOAUTE-
JIeH Ui yCTpaHeHHs ysI3BUMOCTEH;

— TpynHO MM HEBO3MOXKHO OOHOBHTH INPOTPAMMHOE
oOecrieueHne UiH OIIepaliMOHHYI0 CHCTEMY;

— Hcnonp3oBaHWE TEKCTOBBIX NPOTOKONOB U HEHYX-
HBIX OTKPBITBIX [TOPTOB;

— Hcnonp3oBanne HE3aMMIIEHHBIX MOOWIBHBIX TEXHO-
JIOTHI;

— Hcnonp3oBaHne He3amMUIICHHONW 00JadyHOW WHpa-
CTPYKTYPBI;

— Hcnone3oBanue
obecrieueHwsl.

He0Ee30MacHOr0  MPOrpaMMHOIO

IlocTosiHHO pacTyliee KOJINYECTBO JIETKO B3JlaMbIBae-
MBIX YCTPOWCTB MacCOBOTO MOTPEOJIEHUs MOBBIIIAET BEPO-
ATHOCTb, YaCTOTY U TSDKECTb aTak, BKJIIOYasi aTakd Ha KOp-
MOpaTHBHBIC JaHHBIE, NPEANpHATHs, obopynoBaHue. Mc-
MOJIB3Ys cl1abOCTh OJJHOTO YCTPOMCTBA, 3JI0YMBIIUICHHUKY
JIETKO TIOTIAcTh BO BCIO LieMb (UCIOJIb30BaHUE CIab0ro 3Be-
Ha cetn). [Ipumepom MoxeT OBITH aTraka Ha TEPMOCTAT
NEST, nposenennast B 2015 rogy mHXxeHepaMu KOMITaHUU
TrapX Security. OHH m[pou3BeNH MOJKIIOYECHHE K
miniUSB-opty Tepmoctata u mpoBenu  MITM-araky
(man-in-the-middle), u npu moMoIIU CHEHHATEHOTO TPH-
JIO’KeHUE MPOBENN MOAMEHY ajipeca ceTeBoro mumo3a. O0-
perss KOHTposb Haja loT-ceTbro mpeanpusTus wid AoMa,
3JI0YMBIIIJICHHUKA MOTYT HE TOJIBKO YKPacTh JUYHBIC JaH-
HBIE, HO ¥ TIOCTaBUTh MOJ yrpo3y >KU3Hb U 3I0POBBE BlIa-
JIEIIbIIEB.

IToMHrMO 3TOr0 MOYKHO BBIJETUTH UCIOJIB30BAaHUE NPHU-
BBIYHBIX TapOJICii Ha BCEX YCTPONCTBAX, BKIIOYAs U KOPIIO-
paTUBHEIE.

AHanuTu4yeckun pasgen

[l BcTpanBaeMbIX yCTPOHCTB €IMHCTBEHHOE PEIlICHHE,
KOTOpPOE TIO3BOJIUT HCKJIIOYHTH BO3MOXKHOCTH JKCILITyaTa-
MM YS3BUMOCTEH, - 3TO HCIIOJIb30BaHHE OE30IIacHBIX OIle-
PaIMOHHBIX CHCTEM.

Ecmu paccmarpuBaTh CMapT-XOJOJWIBHUKH, TO Ha
PBIHKE IPEACTABICHBl B OCHOBHOM MOJIENHU ABYX KOMIaHHUN
- LG wu Samsung. Kommanms LG i cmapr-
XOJIOAWIBHUKOB IOCIEIHUX MOJeNied HCIONIB3yeT olepa-
IIMOHHYI0 cucTeMy webOS. DTo BcTpamBaeMasi OTKpBITast
OlepalMoOHHas cHcTeMa, OcHOBaHHas Ha sape Linux. Cu-
cTeMa ONTHMH3UpOBaHa Uil pabOTBl C YCTPOWCTBaMH,
OCHAIIIEHHBIMU CEHCOPHBIMHM JKpaHaMu. Bxmrouaer cran-
JlapTHOE TpOrpaMMHOE O0OecredeHue il OpraHu3anuu
pabotsl ¢ anuyHOM wmHpopManmeil. Kommanus Samsung
CBOIO JIMHEHKY CMapT-XOJIOAWIBHHUKOB BBIMYCTHIA MOJ
yIOpaBI€HHEM OMNEparioHHONH cucTteMbl Tizen, KoTopas
TaKKe SBISETCS OTKPBITOM M OCHOBaHa Ha siipe Linux.

Kak u st mo6oro npyroro IoT ycrpoiicta, “cepaiem”
CMapT-XOJOIMIBFHUKOB SBJISIETCS MPOTrpaMMHOE oOecriede-
HHE, a HE KOMIpEccop. DTH yCTPOHCTBA MOAKIIOYEHBI KO
BCEM YCTPONCTBaM CETH, MMEIT NOCTosiHHOe MHTepHeT-
HOJKIIOUEHHE.

OwuOKy SBISIFOTCS YacThIO Ipolecca pa3paboTku Mmpo-
rpamMMHoro obecrniedenust. Hu onHo mporpaMmHoe obecrie-
YeHHEe HE 3aIlUIIEHO OT OIIMOOK U MHOTHE U3 3THX OLIHOOK
MOTYT TPHBECTH K YS3BHUMOCTSIM, KOTOpPBIE MOTYT OBITH
UCTIONIb30BaHbI KHOEPIIPECTYTHUKAMH.

C BHempeHueM OOJIBIIOTO  KOJWYECTBA  ““YMHBIX
YCTPOMCTB B XH3Hb YEJIOBEKA, YaCTO HET HEOOXOJMMOCTH
B31aMbIBaTh HOYTOYK WJIM IEPCOHAIbHBIH KOMIIBIOTED,
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YTOOBI MOTYYUTH JOCTYH K, HAIIPUMEp, CHEKHOMY CUETYy
kepTBbl. [Ipu B37O0Me omHOTO W3 HeOe3zomacHbIX loT
YCTPOWCTB, 3JI0YMBIIUIEHHUKH MOTYT ITOCTaBHUTh MO, yTPO-
3y BCIO ceThb. 1 cMapT-X0JI0AUIBHUKY U3-32 CBOEH HOBU3HBI
Ha JTaHHBIII MOMEHT BBICTYNAIOT OJHHMHU U3 CaMbIX YSI3BHU-
MBIX B KOHIICTIIINH “‘yMHOTO”’ JOMa.

OOpatuBmIMCh K  CTpaHWLE TapaHTHM  CMapT-
XOJOAWIBHUKOB KoMmaHui Samsung u LG, HEBO3MOXKHO
HalTH HU CJIOBAa O NMPOrpaMMHOM oOecrieueHud. To ecTb
NOTEHIMAIbHBIM IO0JIb30BaTeNb MNPH IOKYNKE JaHHOTO
YCTpOICTBa HE MOJy4aeT CBEACHUI KacaTeIbHO TOro, Kak
JIOJITO IPOJYKT OyZeT Mojiy4aTh OOHOBJICHHS! IPOTPAMMHO-
ro obecriedeHus. 3ampoCchl HA MPEIOCTaBICHUS TaKOW HMH-
¢dopmar B ouIMANBHBIX TPYNNAX COLMANBHBIX CETeH
KOMITaHMH TakK JX€ HE Jajld OTBETOB O IOAJCP)KKE IPO-

T'paMMHOT'O obecrneueHus U1 BBIIYCKACMBIX  CMApT-
XOJOOUJIIBHHUKOB.
HOCKOHLKY KOMIIaHUH, BBIITYCKAromue cMapT-

XOJIOMUIBHUKH, HE HMMEIOT MPO3PayHOW MOJUTHUKU TOJ-
JICPKKU MPOTPAMMHOTO OOCCIICUCHHUS, HET HUKAKOTO IMOJ-
TBEPKIICHUSI W TapaHTUHU TOJy4YeHHs] CBOEBPEMEHHBIX 00-
HOBJICHHY JIJISl KCTIPABJICHUs Opeltieii B 0€30MacHOCTH.

B 2016 roay xubeprpecTyIHUKH COOpaId UHTCIUICKTY-
aNbHBIC YCTPOWCTBA B OTPOMHBIN OOTHET IS 3aITycKa Mac-
coBelx DDoS-arak. OgHako, cMapT-XOJIOAUIBHUKA MOTYT
CIIY’XUTh IS OoJiee cephe3HBIX MpaBOHApyIIeHuH. U peus
HE TOJBKO O TOM, YTOOBI HCHOJB30BATH YCTPOHCTBA IS
3aIlycKa aTak Ha APYTUX JIOACH/KOMITaHUH, HO U O JIMYHOU
0e30MaCHOCTH BJIaJIeIbIa YCTPOUCTRA.

PaccMoTpyM ~ OCHOBHBIE ~ BO3MOXXHOCTH  CMapT-
xononuibHUK Samsung Family Hub u Bo3MoskHbIE yrpo3bl
WHPOPMAIIMOHHONW ~ O€30MacHOCTH  JUIi  aHAJIOTUYHBIX
YCTPOMCTB.

I'maBHBIM aHOHCHpPOBAHHBIM JOCTOWHCTBOM JAHHOM
Mojenu siBiseTcst 21.5-A10MMOBBIH CEHCOPHBIN 3KpaH U
HalM4re Tpex Kamep. Kamephl ycTaHOBICHBI BHYTpPHU IS
TOTO, YTOOBI KaXKIBIH pa3, KOrJa 3aKphIBacTCsS IBEPh Jc-
JaTh CHUMKH TPOIYKTOB B XOJOMMIbHHKE. [lomydeHHBIC
JAHHBIC TEepeJaroTcss Ha CMapT(OH W MO3BOJSIOT Y3HATH,
YTO U3 MPOAYKTOB HYXKHO KYIHTh, & YeTO JTOCTATOYHO. JTO
MOKHO YBHJETh W Ha SKpaHE CaMOro XOJomwibHuKa. [lo-
mumo storo, B CIHIA u HekoTopwix cTpaHax EBpomsl
Family Hub wuaTerpupyercs ¢ JIOKaJbHBIMH MarasmHaMu
MPOJYKTOB U MOXHO 3aKa3bIBaTh JOCTABKY MPOJIYKTOB Kak
C TIaHeNlM Ha JBepIle XOJOJIWIbHHUKA, TaK U cO cMapTdoHa.
Omiara mpu 3TOC MPOU3BOAUTCS C MPUBS3AHHON K MPHUIIO-
SKEHUIO JUIsl YIAJIEHHOTO YIPaBIEHHs XOIOAMIBHUKOM Kap-
THI.

Kakme yrpo3sl MOXET HECTH IaHHBIA (DYHKIMOHAIL.
VYuuteiBasg TOT (PakT, 4TO AL CMAPT-YCTPOWCTB HET YCTa-
HOBJICHHOH MOJUTHKH 0€30MaCHOCTH, BOIIPOCH KOH(HICH-
UMANTbHOCTH JIMYHBIX JaHHBIX OCTaloTcs 1moj BompocoM. K
TOMY K€ WCIIOJB30BaHUE OTKPBITHIX Wi-fi Touek mocTyrma,
OTCYTCTBHE TPOBEPKH MOAIMHHOCTH SSL-cepTuduraTtoB
(maHHas ys3BUMOCTH OblIa MpejcTaBiieHa Ha KOH(pepeHITUH
Defcon wu xkacamack JWHEHKH CMapT-XOJIOJAHILHUKOB
Samsung) nemaroT KOHGUACHIIMATBHBIC JaHHBIE Ooiee J0-
CTYITHBIMH.

JIecKTOIHbBIC CHCTEMBI, HOYTOYKH, pabodYue CTaHIUH U
MOOWIIbHBIC TeIe()OHBI OTHOCUTEIBHO TaBHO HAXOISTCS B
30HE PUCKA U HHTEpecax 3JI0YMBIINIJICHHUKOB, KOTOPHIE
BHEJIPSIOT BPEJOHOCHOE MPOrpaMMHOE 00CCIICYCHHUE C IIe-
JIBE0 KOHTPOJISL U MOJIYYCHHsSI TOCTYNMa K OAHKOBCKHM CYe-

86

TaM, JIEKTPOHHBIM KOIIENbKAM M JPYTUM LEHHBIM PeECyp-
cam. TakuM 00pa3oM, Kak OTBET HA 3TO, aHTHBHPYCHBIC
CHCTEMBI BBIpaOOTaM P ONPEICICHHBIX MEp 3aIlUThI,
KOTOpBIE, IMyCTh U B HEJOCTATOYHOM Mepe, OJHAKO 3alllH-
IIAI0T TONb30BaTeNeil oT xumeHnit cpeacts. Co CTOPOHBI
3JIOYMBIIIIEHHUKOB aTaKd Ha TaKHUE CHCTEMBI C Ka)KJIbIM
JTHEM CTaHOBSATCS BCE AOPOXKE, UYEM pa3yMHEE CTAaHOBATCS
CHCTEMBI, U OoJiee TOHKO y4arcsi OTpakaTb MX aTaku. B
cBOI0 ouepenb, 1oT TexHuka, B KOTOpPOH IpPeLyCMOTPEH
(yHKIIOHAT TOKYNKH (2BTOMAaTHYECKOH IOKYIIKH) WM
JFOOBIX IPYTUX aBTOMATH3WPOBAHHBIX OIEpaluil, sIBISETCS
“royObIM OKeaHOM” WM He TpeOyeT Takux 3aTpar (KJacCH-
yecknil moaxoxn). Cpeau TakWxX BEHIEH CIEeIyeT BBIACIHUTH
“yMHBIE” XOJIOIWIBHAKH, KOTOPBIE YK€ CETOMHS H03aKa3bl-
BalOT HEJOCTAIOUINE MPOAYKTHI U3 MarasuHOB, C KOTOPBIMU
€CThb IapTHEpCKas IporpaMmMa. BekTop s Kpaxku CpelcTB
MOXeT OBITh peaM30BaH 4Yepe3 MPOCTYI0 MOAMEHY ajpeca
HOJIy4aTens MpH JCHEKHOM IIEPEBOJIE.

OTnenbHBIM acleKTOM cielyeT OTMETHTh M TO, 4TO C
TaKOW TEXHHKOH 00X0J Bepu(pUKanuy OAHKOB IIATENbIIH-
Ka 1o (ororpauu Takxke JErko OCyLIECTBUM B CHIIY TOTO,
YTO CMapT-XOJOJWJIBHUKU OCHAIIAIOTCA, B TOM YHCIE, U
BHEIIIHUMH KaMepaMHu.

Taxxke ciaeqyeT OTMETHTh, YTO CMAapT-XOJIOJWIbHUKH
OCHAIAIOTCSI HE TOJBKO KaMepaMH, HO M MHUKpodoHaMH
JUIL TOJIOCOBBIX KOMAaHJ, Pa3HOOOpPa3HBIMM JaTIMKAMHU
OCBEIICHHOCTH, MPHOIIKEHNS, YTO TO3BOJIMT Ha 0ase Ta-
KOTO YCTpOMCTBa CO3[aBaTh NMPEKPACHBIA MHCTPYMEHT IJIS
Pa3NUYHOrO poja IMHOHAXKA.

Eme ogHUM MyHKTOM CJEIyeT OTMETHTh, YTO OOraThIif
(hyHKIIMOHAT, 3aJI0KEHHBIN B XOJIOAWILHUKE U JTOCTYITHBINA
MOJIB30BaTENM0 (M, HECOMHEHHO, MOXXET OBITh OCTYIIEH
3JI0YMBIIIJICHHHUKY), KOTOPBI HaXOJIUTCS HEIOCPEICTBEH-
HO Ha ONEPAIOHHOHN CHCTEME XOIOAMIbHHAKA, MOXKET BIIH-
ATh (MEHATH) Ha CPOKH TOAHOCTH IPOTYKTOB, COYETasi 3TO C
HOBBILIEHUSIMH TEMIEPATYp B TO BpPEMs CYyTOK, B KOTOpPOE
YeJIOBEK XOJIOJMILHUKOM He moib3yercs. Takum obpasom
JIOBOZSL ONPEAEICHHbIE MPOAYKTHI 10 COCTOSHUS TOKCHY-
HOCTH, 4TO, B OINpPEJENICHHBIX CIIydasX, MOXET 3aKaHYM-
BaThCsl JE€TANbHBIM UCXOAOM B CHIIy TOTO, YTO ONpEAEIcH-
HBII1 BUJ] IPOAYKTOB MOKET HE MEHSTh (MM MEHATh HE3Ha-
YUTEIbHO) CBOM BKYCOBBIE KayecTBa, HO OBITH IPHU ITOM
y)Xe KpailHe TOKCHYHBIM. JTOT (hakTop HE TaK KPUTHYCH
U1t ctpad EBporibl, HO sIBiISeTCS CEpbE3HOM Yrpo30d st
MOJIB30BaTeNNel U3 A3NHU, KOTOPHIE B OOJIBIIOM KOIHYECTBE
YHOTPEOIISIOT MOPEIPOTYKTHI HEKOTOPBIE U3 KOTOPBIX Tpe-
OyIoT 0cO0O0Tr0 TEMIIEpaTYpHOTO PEXMMa HE TOJBKO JUIs
XpaHEHHUs, HO U JUI IPUTOTOBIIECHUSI.

Ob6ecne4yeHne 6e3onacHOCTU B KNGepnpocTpaH-
ctBe loT

[MoTeHIMaTBHEIME BOIPOCAMHU TIPU OIPEICIICHUH II0-
TEHIMAJIbHO BO3MOXKHO Bpena oT 1oT ycTpoiicTB sBisroTCS
CIIeTYIONIHE:

—EcTh 1M BO3MOXXHOCTH yIAJICHHOTO MOJKIIOYCHHS K
YCTPOWCTBY M KaKHe JCHCTBHS BO3MOXHO NMPOU3BECTH MPU
HaJTMYUU T0CTyMa?

— KakoBsl QpyHKIIMOHAIEHBIE BO3MOXKHOCTH yCTPOMCTBA
M KaKO¥ Bpea OHW MOTYT HaHECTH, €CJI YCTPOHCTBO OyIeT
CKOMITPOMETHUPOBAHO?

—KakoBa “amaromus” ycrpoiictBa (paboTaeT s
YCTPOMCTBO C MOJHON ONEPallMOHHONW CHCTEMOM, UMEET JIU
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oHa (halIOBYIO CHCTEMY U HACTPOUKH KOHPUTyparuu?

Eci TOBOPUTE O KOPIIOPAaTHBHOM CEKTOpPE C OTHEIb-
HBIM INTaTOM CIEIHMAaJINCTOB MO HH(POPMAIHOHHOW Oe3-
OTAaCHOCTH, TO PEKOMEHIAIMH MO olecredeHnto Oe3omac-
HOCTH MO>KHO BBIJICJIUTH CIIEIYIOIIHNE:

— Brienenue oTIeNbHOTO CETMEHTA CETH;

— KoHTpoJ1b 1IET0CTHOCTH CHCTEMHBIX (DaiiiIoB;

— KoHTpoib u3MeHeHns1 KOHPUTYpaIu;

— YpaBienne 0OHOBIICHUSMH;

— PesepBHOE KOnUpOBaHUE;

—JKecTkue naposbHbIE MOJIUTHKH.

OpHako, A PATOBOTO TIOJIB30BATENs, UCIONB3YIOMIETO
IoT ycrpoticTBa noma, 3TH mpaBmiIa MagonpuMeHUMBL. Co-
OTBETCTBEHHO, TTOCKOJIBKY TaKOH IOJH30BaTENb CaMOCTOS-
TENbHO B OOJBIIMHCTBE CIydacB HE CMOXET OOCCIICYHTH
6e3omacHOCTh 10T ycTpOHCTB, 3TO 3a/1a4a TOJHKHA JOKHUTh-
¢ Ha TUICYH BEHAOPOB.

Ecnu paccmarpusathe loT ycTpolicTBa B Li€IOM, TO Ha
YPOBHE NPOU3BOAUTEIIL MOTYT 6I)ITI) MpOM3BEACHBI CICAY-
IOITHE IIaTry:

—JloHecTH 110 MOJB30BATENId O PUCKAX MOJKITIOYCHHS
ycTpoiicTBa K ceTd VHTEpHET U HEOOXOAUMBIX TEHCTBUSAX
CO CTOPOHBI MMOJIB30BATENs I 00eCIIeYeHUsI MUHIUMAJIbHO-
T'O YpOBHs 0€301acHOCTH;

—ObecnieunTh 0€30MACHYI0 KOH(PUTYPALUIO UCIIONB3Y-
€MBIX CEPBHCOB H OTKIIOUCHNE HEUCTIONb3YEMBIX;

—[MpunynutenpHas CMEHa Mapoyiell M0 yMOIYaHHIO,
BBOJI IIAPOJBHBIX MOIUTHK, UCKITFOYAIOIINX HCIIOIH30BAHNE
IIPOCTBIX IApPOJIEH;

— BHenpenne KOHTpouisi 6€30[aCHOCTH KOZAA MPOTrpaMM-
HOT'0 00CCTICUCHHUS;

— CBoeBpeMeHHOE OOHOBIIEHHE TPOTPaMMHOTO obecte-
YCHUS;

— ABTOMaTH4eckasi MpoBepKa KPUTHYECKUX OOHOBIIE-
HUH Kacarommxcst 0e30MacHOCTH.

KacaTenpHO Takmx KPYIHBIX YCTPOWCTB Kak CMapT-
XOJIOAWIBHHUK, [IE1eco00pa3HO HE MOBHIIIATh YPOBCHD «HH-
TEJUICKTYAIBHOCTI) YCTPOWCTBA TaM, TJ€ 3TO omacHo. Ec-
JIU BEPHYTHCS K MIPUMEPY C JOCTATOYHO OIACHBIM YHaJCH-
HBIM  M3MEHEHMEM  TEMIIEpAaTyppl BHYTPH  CMapT-
XOJIOUIBHUKOB, TO 3TO MOXKET OBITh BO3MOKHOCTH OJIOKHU-
POBKH YZAJIE€HHOIO W3MEHEHHS TEMIIEpATyphl BHYTPH Ka-
Mep.

BbiBoabl

Knaccuueckumu kiuiie mupa [oT sBISIFOTCS HHTEIIEK-
TyaJIbHbIH TOCTEp W XOJOAMIBHUK. XOTSI 3TH NPUMEPHI U

MIPEICTABISIOT HEOOIBIIYIO YTPO3y 110 CPABHEHHUIO C TEMH,
KOTOPBIE HCHONB3YIOTCS B KPUTHYECKH BaXHOH HWH(Qpa-
CTPYKTYpE.

Ecmu cpaBHATH cpaBHUTH cMapT(HOH, KOTOPHIH HCIIOIb-
3YIOT MTOBCEMECTHO, CO CMapT-XOJOJMUIEHUKOM, TO CMapT-
(hOH TOTEHIIMATFHO MOXKET HAHOCHTH TOpa3no OoNmbIImit
Bpell: OH 00padaThiBacT KOH(PUACHIMATIBHEIC JaHHBIC, OaH-
KOBCKHE CYeTa, IIapoJin, y Hero ecThb MUKpO(OH U Kamepa,
KOTOPBIMH MOXXHO 3JI0yNOTPEOIsTh, O0ecreYnBacT uje-
AIBPHYI0 TPOMEXYTOYHYIO CBSI3b JUISL B3JIOMA JAPYTHX
YCTPOMCTB ¥ OH MPAaKTHYECKH BCET/Ia PAZOM C BIaJICIIbIIEM.
OnHako cMapT(hOH C caMoro Havajga W3BECTEH Kak IOTEH-
IUaTBFHO YSI3BUMBIH W Mepbl 0€30IIaCHOCTH BCTPOCHHI B
YCTPONCTBO, OOHOBJICHUS AJIS 3AIIUTHI OT HOBBIX YS3BHMO-
CTeH TPUMEHSIOTCS aBTOMATHYECKH, a 3aIlliTa JOMOTHICT-
cs mMUPpPOBaHWEM NAaHHBIX W KPUNTOTrpadUIeCKH TOATIH-
CaHHBIM MIPOTPAMMHEIM 00eCTICUCHHEM.

CMapT-XOJIOMWIEHUKH YK€ MPOCTO PACIIAKOBBHIBAIOTCS H
BKJIIOYAIOTCSI B CeTh M IpoOiieMaTHka Oe30MacHOCTH
KpaiiHe MaJio MM BOOOIIE HE YYUTBHIBAETCSl B MPOLIECCE €T0
pa3paboTKH, YTO JENaeT 3TO YCTPOHCTBO KpaiiHe HebOes3-
OITaCHBbIM.

KOHC‘-IHO, HOTeHLlPIaJ'IbHLIfI BpE€a OT XOJIOAWJIbHHKA
WHOTHA KaxkeTcs (aHtacTmdeckuM. OIHAKO, WHTEIUICKTY-
aNbHBIC TIPUOOPHI yXKEe OYCHBb IUIOTHO BXOIAT B cdepy Me-
TUIWHBL, HAIPAMEp, TI¢ HEMpaBWIbHOE XpaHCHHE IIpera-
paToB MOXET HAHECTH HETIONPaBUMBIH Bpex

Jlitepatypa

1. Internet of Things (1oT) connected devices installed base
worldwide from 2015 to 2025 (in billions). [Electronic
source] Date of Access: 06 June 2017. Available at:
https://www.statista.com/statistics/471264/iot-number-of-
connected-devices-worldwide/

2. 10T cyber security [Electronic source] Available at:
https://www.raconteur.net/infographics/infographic-iot-
cyber-security

3. Zhang, Z. K. et al. (2014) 10T security: ongoing chal-
lenges and research opportunities. Service-Oriented Com-
puting and Applications (SOCA), 2014 IEEE 7th Interna-
tional Conference, pp. 230-234.

4. Xu, T., Wendt, J. B., Potkonjak, M. (2014) Security of
10T systems: Design challenges and opportunities. Proceed-
ings of the 2014 IEEE/ACM International Conference on
Computer-Aided Design, pp. 417-423.

Otpumana B pepakuii 04.07.2017, npunHaTa go apyky 08.09.2017

The problem of using the Internet of things on the example

of smart refrigerators

K. Smirnova?, 4. Smirnov?, O. Olshevska®, V. Vladimirova *

134 Odessa National Academy of food Technologies, 112 Kanatnaya str., Odessa, Ukraine, 65082, Ukraine
ORCID: *0000-0002-3818-8083, 20000-0002-9459-6292, 0000-0002-4512-3915, * 0000-0002-6092-7946

Over the past decade, the growth in the development of various technologies has given rise to growing concerns about
the security and confidentiality of their use. Unlike the infrastructure of the usual Internet network, the Internet of
things is based on a huge number of sensors built into a wide variety of devices (in 2017 the number of devices is just
over 20 billion [1]). Many of these devices are quite primitive and their functions are limited to sending to the server of
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some information, for example, temperature measurement. But all these devices, in general, form huge streams of in-
formation and on the basis of such infrastructure a "network of networks" is built, consisting of connected devices,
many of which can independently make certain decisions. It is almost impossible to integrate the security system into
absolutely all devices. The market of loT-devices has repeatedly faced with a number of serious violations of infor-
mation security. So, in the fall of 2016, the first DDoS attack from the Mirai botnet, consisting entirely of "smart" things
- more than half a million cameras, thermostats, DVRs and many other devices, was registered. In February 2017, an
attack was carried out on one of the educational institutions. In this attack were involved about 10 thousand "smart"
devices, including cameras, routers, thermostats. That is, for almost 5 months the manufacturers of lot-devices did not
fix the vulnerabilities that entailed the possibility of re-creating the botnet. As of April 2017, Mirai included 30 possible
browser emulations, as opposed to 5 in the original version. And this means that the bot can bypass most of the security
measures taken by information security specialists. Creating of functional interfaces and controls makes devices much
more convenient for the potential consumer, however, this makes the devices more vulnerable. And if the user does not
have the ability to control the device, the malfunction will only become apparent when the existing problem or the con-
sequences of hacking the device do not manifest themselves, causing, in some cases, considerable damage. Of course,
participation in DDoS attacks of smart devices can not cause visible damage to the owner. However, starting in 2011,
the real consequences of hacking of similar devices were repeatedly demonstrated: remote cracking of an insulin pump,
remote pacing of a pacemaker, which commanded a deadly discharge in 830V, complete capture of smart cars, etc.
Smart refrigerators, as a component of the “smart home" concept, have not yet massively entered the life of the ordinary
consumer because of the high price, compared to conventional refrigerators. However, according to analysts' forecasts
in the next 7-10 years, these devices will have commercial success. At the moment, the main trends in smart refrigera-
tors are: Internet management, understanding of voice commands, the possibility of ordering and recognizing products,
the presence of a built-in camera. The article deals with the issues of information security of things in particular the
safety issues of smart refrigerators. Based on the features of the area under consideration, possible solutions for organ-
izing information protection of the components of the "smart™ house are suggested.

Keywords: internet of things; intellectual technique; smart house; information security.
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