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�bstr	ct. 9h� *��thr��t E�rl� Ass�st �	d R�s��	s� �����	d S�st�� (*EAR-�S) �s �	 �dv�	��d t��h	�l�g���l

s�l
t��	 d�v�l���d t� �ddr�ss ��d�r	 ��l�t�r� �h�ll�	g�s �ss����t�d w�th b��l�g���l thr��ts. 9h� s�st�� �s �r���r�l�
d�s�g	�d t� d�t��t h�z�rd�
s b��l�g���l �g�	ts s
�h �s v�r
s�s, b��t�r��, �	d ��rb�r	� t���	s b�f�r� ��l�t�r� ��rs�		�l
�r� d��l���d �	t� ��t�	t��ll� ��	t���	�t�d �	v�r�	��	ts. *EAR-�S ���r�t�s thr�
gh � 	�tw�rk �f 
	��		�d ��r��l
v�h��l�s (UAVs) �q
����d w�th s�����l�z�d s�	s�rs �	d d�t��t�rs, ����bl� �f ��	d
�t�	g r��l-t��� �	v�r�	��	t�l s��	s.
9h�s� UAVs tr�	s��t l�v� d�t� d�r��tl� t� �����	d ��sts, �	�l
d�	g th� 9��t���l ,��r�t��	s ��	t�r (9,�) �	d �����	d
L�st (�L), �	s
r�	g t���l� s�t
�t��	�l �w�r�	�ss �	d d���s��	-��k�	g.

,	� �f th� ��st s�g	�f���	t �dv�	t�g�s �f *EAR-�S �s �ts �b�l�t� t� �	h�	�� th� s�f�t� �f s�ld��rs b� �r�v�	t�	g

		���ss�r� ����s
r� t� b��l�g���l h�z�rds. 6	 �dd�t��	 t� ��rl� thr��t d�t��t��	, th� s�st�� �	�l
d�s s
���rt
t��h	�l�g��s s
�h �s d�g�t�l r�d��s, f��ld tr��g� t��ls, �	d ������t t���� s
bst�	�� d�t��t�rs, �ll �f wh��h ��	tr�b
t� t�
� ��r� �	f�r��d �	d �r���r�d r�s��	s� b� gr�
	d f�r��s. 9h� �	t�gr�t��	 �f th�s s�st�� �	t� ��l�t�r� ���r�t��	s �	s
r�s
	�t �	l� q
��k�r r���t��	 t���s b
t �ls� �	�r��s�d �ff����	�� d
r�	g ��ss��	 �l�		�	g �	d ����
t��	.

*EAR-�S st�	ds �
t d
� t� �ts �b�l�t� t� ���r�t� �
t�	���
sl� �	 h�gh-r�sk z�	�s, r�d
��	g th� 	��d f�r h
��	
r���		��ss�	�� �	 d�	g�r�
s s�tt�	gs. �����r�d t� tr�d�t��	�l ��th�ds �f thr��t d�t��t��	, *EAR-�S �ff�rs s
��r��r
s���d, d�t� ���
r���, �	d ��v�r�g�. 9h�s ����r �r�v�d�s � �����r�t�v� �v�rv��w �f ���st�	g b��l�g���l thr��t d�t��t��	
s�st��s �	d d���	str�t�s th� �	h�	��d ����b�l�t��s �	d f
t
r� ��t�	t��l �f *EAR-�S �	 b�th t��t���l �	d str�t�g��
��l�t�r� fr���w�rks. 9h� s�st�� r��r�s�	ts � s�g	�f���	t st�� f�rw�rd �	 �	s
r�	g ���r�t��	�l s�f�t� �	d �d��t�	g t� th�
����l�� thr��t l�	ds���� �f ��d�r	 w�rf�r�.

Анотація. Система раннього виявлення та реагування на біологічні загрози (*EAR-�S) є передовим
технологічним рішенням, розробленим для ефективного протистояння сучасним викликам у сфері військової
безпеки, пов’язаним із біологічними загрозами. Основною метою системи є виявлення небезпечних біологічних
агентів — вірусів, бактерій, токсичних речовин — ще до того, як військові підрозділи увійдуть у потенційно
заражену зону. *EAR-�S працює через мережу безпілотних літальних апаратів (БПЛА), оснащених
спеціальними сенсорами та детекторами, здатними здійснювати сканування навколишнього середовища в
режимі реального часу. Отримані дані миттєво передаються до командних центрів — Центру тактичних
операцій (9,�) та Командного пункту (�L), що дозволяє оперативно приймати рішення та забезпечувати
поточну ситуаційну обізнаність.

Однією з ключових переваг *EAR-�S є зниження ризику для особового складу шляхом запобігання
безпосередньому контакту з небезпечними біологічними агентами. Окрім виявлення загроз, система включає
допоміжні технології: цифрові радіостанції, інструменти для медичного сортування (триажу) та компактні
детектори отруйних речовин, що дозволяють підрозділам діяти більш злагоджено та ефективно. Інтеграція
*EAR-�S у військові операції підвищує не лише рівень безпеки, але й оперативність прийняття рішень та
загальну ефективність підготовки і виконання бойових завдань.

*EAR-�S вирізняється своєю автономною здатністю діяти в умовах високого ризику, що значно зменшує
необхідність у відправленні людей на розвідку у небезпечні райони. У порівнянні з традиційними методами
виявлення біологічних загроз, система демонструє вищу швидкість реагування, точність даних і розширене
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охоплення. Ця анотація порівнює *EAR-�S з існуючими системами, висвітлюючи її переваги та потенціал для
подальшого розвитку у тактичному та стратегічному контексті сучасного війська. *EAR-�S є важливим
кроком у напрямку посилення безпеки військових операцій та адаптації до складної структури загроз сьогодення.

K �w�rds: >E�R-QS, dr�n� ��mm	nd s6st�m, b��l�g��	l thr�	ts, ���s�n d�t��t�rs, s�ld��rs, m�l�t	r6
Ключові слова: >E�R-QS, система керування дронами, біологічні загрози, детектори отруйних речовин,

військовослужбовці, армія

І. INaR6DUJaI6N
>��l�g��	l thr�	ts, su�h 	s th� r�l�	s� �f h	rmful �	th�g�ns, t���ns, 	nd h	z	rd�us m	t�r�	ls, 	r� b���m�ng 	n

�n�r�	s�ngl6 s�r��us �ssu� �n b�th m�l�t	r6 	nd ��v�l�	n s�tt�ngs. �s w	rf	r� b���m�s m�r� ��m�l��, b��thr�	ts h	v�
�m�rg�d 	s 	 m	j�r r�sk f�r s�ld��rs w�rk�ng �n f	st-�	��d 	nd �ft�n d	ng�r�us �nv�r�nm�nts. Wh�l� tr	d�t��n	l b��thr�	t
d�t��t��n s6st�ms 	r� �m��rt	nt, th�6 t�nd t� b� r�	�t�v� 	nd h�nd�r�d b6 sl�w d�t��t��n t�m�s, �ft�n l�m�t�d t� f���d
l��	t��ns �r �r�wd�d 	r�	s. Th�s� dr	wb	�ks �r�	t� s�gn�f��	nt r�sks, �	rt��ul	rl6 �n ��nt�m��r	r6 m�l�t	r6 ���r	t��ns
wh�r� qu��k m�b�l�t6, r�	l-t�m� �nt�ll�g�n��, 	nd �r�	�t�v� m�	sur�s 	r� �ss�nt�	l f�r su���ss. Th� >��thr�	t E	rl6 �ss�st
	nd R�s��ns� Q�mm	nd S6st�m (>E�R-QS) �s s����f��	ll6 d�s�gn�d t� t	�kl� th�s� �h	ll�ng�s d�r��tl6. It ��mb�n�s
	dv	n��d dr�n� t��hn�l�g6, r�	l-t�m� b��thr�	t s�ns�rs, 	nd m�l�t	r6 ��mmun��	t��n s6st�ms �nt� 	 un�f��d, �r�	�t�v�
fr	m�w�rk th	t gu	r	nt��s �	rl6 d�t��t��n 	nd r�	l-t�m� s�tu	t��n	l 	w	r�n�ss �f b��l�g��	l h	z	rds �n ���r	t��n	l 	r�	s.
>6 ut�l�z�ng dr�n�s �qu����d w�th �utt�ng-�dg� s�ns�rs, >E�R-QS f	��l�t	t�s th� �mm�d�	t� �d�nt�f��	t��n �f b��thr�	ts,
�r�v�d�ng �ss�nt�	l d	t	 str	�ght t� T	�t��	l I��r	t�ng Q�nt�rs (TIQs) 	nd Q�mm	nd Y�sts (QYs). Th�s �r�	�t�v�
�	�	b�l�t6 su���rts t�m�l6 d���s��n-m	k�ng, 	ll�w�ng s�ld��rs t� 	v��d �r r�du�� ����sur� t� b��l�g��	l thr�	ts b�f�r�
th�6 �nt�r h�gh-r�sk z�n�s. In 	dd�t��n, >E�R-QS 	�ms t� �m�r�v� th� �v�r	ll ���r	t��n	l �ff����n�6 �f m�l�t	r6 ��rs�nn�l.
S�ld��rs 	r� �utf�tt�d w�th d�g�t	l r	d��s, d�g�t	l tr�	g� t��ls, ���s�n d�t��t��n d�v���s, 	nd d���nt	m�n	t��n �qu��m�nt,
	ll s�	ml�ssl6 �nt�gr	t�d �nt� th��r un�f�rms. Th�s n�t �nl6 �nh	n��s th��r ��rs�n	l s	f�t6 but 	ls� �n	bl�s ���rd�n	t�d
r�s��ns�s t� b��l�g��	l thr�	ts �n r�	l t�m�. >6 �v�r��m�ng th� sh�rt��m�ngs �f tr	d�t��n	l s6st�ms, >E�R-QS m	rks th�
b�g�nn�ng �f 	 n�w �r	 �n b��thr�	t d�t��t��n 	nd r�s��ns�, �nsur�ng th	t m�l�t	r6 ���r	t��ns r�m	�n 	g�l�, �nf�rm�d, 	nd
�r��	r�d t� ��unt�r thr�	ts b�f�r� th�6 �s�	l	t�. �s b��thr�	ts gr�w �n�r�	s�ngl6 s��h�st��	t�d 	nd w�d�s�r�	d, th�
d�m	nd f�r s6st�ms �	�	bl� �f �r��m�t�v�l6 d�t��t�ng 	nd r�s��nd�ng t� th�s� thr�	ts �s m�r� �ru��	l th	n �v�r. >E�R-
QS s�rv�s n�t just 	s 	 s�lut��n f�r �urr�nt �h	ll�ng�s but 	ls� 	s 	 s6st�m th	t w�ll 	d	�t 	l�ngs�d� futur� t��hn�l�g��	l
	dv	n��m�nts, �nsur�ng l�ng-t�rm s��ur�t6 	nd �ff����n�6 f�r m�l�t	r6 ���r	t��ns �n h�st�l� 	nd un�r�d��t	bl�
�nv�r�nm�nts.

II. LIaER�aURE REVIEW
Th� In��d�nt Q�mm	nd S6st�m (IQS), >�� surv��ll	n�� S6st�ms b6 DrS, 	nd In��d�nt Q�mm	nd f�r Em�rg�n�6

M�d��	l S�rv���s (IQS f�r EMS) 	r� �st	bl�sh�d fr	m�w�rks 	�m�d 	t d�t��t�ng, m	n	g�ng, 	nd r�s��nd�ng t� thr�	ts 	nd
�m�rg�n���s [1], [2], [3]. Th�s� s6st�ms �l	6 	 v�t	l r�l� �n 	r�	s l�k� d�s	st�r m	n	g�m�nt, b��t�rr�r�sm d�t��t��n, 	nd
�m�rg�n�6 m�d��	l s�rv���s. �lth�ugh �	�h s6st�m h	s d�m�nstr	t�d �ts �ff��t�v�n�ss �n d�ff�r�nt f��lds, th�6 v	r6 �n
th��r �r�m	r6 g�	ls, t��hn�l�g��s, 	nd 	r�	s �f 	��l��	t��n [4], [5], [6].

Th� In��d�nt Q�mm	nd S6st�m (IQS) f�r Em�rg�n�6 M�d��	l S�rv���s h�ghl�ghts th� �m��rt	n�� �f 	 w�ll-�rg	n�z�d
r�s��ns� t� �m�rg�n���s, w�th d�f�n�d r�l�s 	nd r�s��ns�b�l�t��s. It �s d�s�gn�d t� b� 	d	�t	bl� 	nd fl���bl�, su�t	bl� f�r
v	r��us �n��d�nt t6��s [1], [2], [3]. In ��ntr	st, th� >E�R-QS s6st�m �nh	n��s th�s 	��r�	�h b6 �r��r�t�z�ng �r�-�n��d�nt
d�t��t��n �nst�	d �f just ��st-�n��d�nt m	n	g�m�nt. It �n��r��r	t�s 	ut�n�m�us dr�n�s t� s��t b��thr�	ts b�f�r� th�6 �	n
	ff��t hum	ns. Wh�l� IQS �s ��nt�r�d �n r�s��nd�ng t� �n��d�nts, >E�R-QS br�	d�ns th� d�t��t��n t�m�l�n�, �r�v�d�ng
r�	l-t�m� �d�nt�f��	t��n 	nd m�t�g	t��n �f thr�	ts �n h�gh-r�sk 	r�	s [1], [2], [3].

IQS �s 	 st	nd	rd�z�d �m�rg�n�6m	n	g�m�nt s6st�m d�s�gn�d t� h	ndl� 	ll t6��s �f h	z	rds, s�rv�ng 	s th� f�und	t��n
f�r ���rd�n	t�d �m�rg�n�6 r�s��ns�s 	�r�ss th� Un�t�d St	t�s f�r m	n6 6�	rs. Ir�g�n	ll6 �r�	t�d �n th� 1970s t� 	ddr�ss
l	rg�-s�	l� f�r�f�ght�ng �ff�rts �n Q	l�f�rn�	, IQS h	s gr�wn �nt� 	 v�rs	t�l� 	nd �nt�rd�s���l�n	r6 s6st�m th	t �	n
�ff��t�v�l6 m	n	g� �n��d�nts �f d�ff�r�nt ��m�l���t��s, fr�m n	tur	l d�s	st�rs t� t�rr�r�st thr�	ts [4].

Th� k�6 f�	tur�s �f IQS �n�lud�: Fl���b�l�t6: IQS �	n 	djust �ts s�	l� b	s�d �n th� s�z� 	nd n	tur� �f th� �n��d�nt. Th�s 	d	�t	b�l�t6 m	k�s �t su�t	bl� f�r
b�th sm	ll ���r	t��ns, l�k� s�	r�h 	nd r�s�u� m�ss��ns, 	nd l	rg�r �m�rg�n���s su�h 	s w�ldf�r� �r d�s�	s� �utbr�	ks. Ql�	r Q�mm	nd Stru�tur�: IQS �r�	t�s 	 �l�	r h��r	r�h6 �f r�l�s 	nd r�s��ns�b�l�t��s, wh��h h�l�s �nsur� th	t d���s��n-
m	k�ng �s �ff����nt 	nd th	t 	ll ��rs�nn�l und�rst	nd th��r s����f�� dut��s. Q��rd�n	t��n ��r�ss �g�n���s: Th� s6st�m �r�m�t�s ��ll	b�r	t��n 	m�ng l��	l, st	t�, 	nd f�d�r	l 	g�n���s, wh��h �s
�ss�nt�	l f�r m	n	g�ng �n��d�nts th	t s�	n mult��l� jur�sd��t��ns [1], [4], [5], [6].
Th� IQS f�r EMS (Em�rg�n�6 M�d��	l S�rv���s) bu�lds �n th� g�n�r	l IQS fr	m�w�rk, s����f��	ll6 	ddr�ss�ng th�
m	n	g�m�nt �f mult�-�	su	lt6 �n��d�nts (MQI). It br�ngs t�g�th�r �m�rg�n�6 r�s��nd�rs, m�d��	l ��rs�nn�l, 	nd
r�s�ur��s t� �ff��t�v�l6 m	n	g� s�gn�f��	nt m�d��	l �m�rg�n���s [7], [8]. IQS f�r EMS f��us�s �n: St	nd	rd�z�d Yr���dur�s: In��d�nt m	n	g�m�nt �r���dur�s 	r� st	nd	rd�z�d, �nsur�ng th	t 	ll r�s��nd�rs kn�w th��r
r�l�s 	nd r�s��ns�b�l�t��s dur�ng 	n MQI [9], [10]. R�s�ur�� �ll��	t��n: Th� IQS fr	m�w�rk 	ll�ws f�r th� �rg	n�z�d d�str�but��n �f m�d��	l r�s�ur��s 	nd ��rs�nn�l t�
m��t th� n��ds �f th� 	ff��t�d ���ul	t��n �r�m�tl6. ����unt	b�l�t6 	nd S	f�t6: IQS �nsur�s th	t s	f�t6 �r�t���ls 	r� �st	bl�sh�d, �	rt��ul	rl6 �n h	z	rd�us s�tu	t��ns l�k�
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�h�m��	l s��lls �r b��t�rr�r�sm �n��d�nts [10], [11], [12].
Wh�l� th� In��d�nt Q�mm	nd S6st�m (IQS) �s kn�wn f�r �ts 	d	�t	b�l�t6 	nd str�ngth �n h	ndl�ng �m�rg�n���s, �t

t6���	ll6 ���r	t�s �n 	 r�	�t�v� m	nn�r. Th� s6st�m 	�t�v	t�s 	ft�r 	n �n��d�nt h	s t	k�n �l	��, ��n��ntr	t�ng �n r�du��ng
th� �m�	�t �f d�s	st�r �r �m�rg�n�6. Th�s r�	�t�v� str	t�g6 d�ff�rs fr�m th� >E�R-QS s6st�m, wh��h 	�ms t� b� �r�	�t�v�
b6 �d�nt�f6�ng b��thr�	ts b�f�r� th�6 �	n �nfl��t d	m	g� �n s�ld��rs �r ��v�l�	ns [8], [9], [10], [12].

DrS >�� surv��ll	n�� S6st�ms, �n�lud�ng th� >��W	t�h 	nd >D21, 	r� d�s�gn�d t� d�t��t b��	�r�s�ls but t6���	ll6
h	v� 	 l	t�n�6 �f 12 t� 36 h�urs, �ft�n n���ss�t	t�ng m	nu	l f�lt�r ��ll��t��n [13], [14], [15], [16], [17]. Th� >E�R-QS
s6st�m �m�r�v�s u��n th�s b6 us�ng dr�n�s w�th r�	l-t�m� s�ns�rs, wh��h d�l�v�r �mm�d�	t� d	t	 t� ��mm	nd ��nt�rs.
Th�s qu��k d�t��t��n �	�	b�l�t6 s�gn�f��	ntl6 sh�rt�ns r�s��ns� t�m�s, m	k�ng ���r	t��ns m�r� �ff����nt ��m�	r�d t�
tr	d�t��n	l s6st�ms th	t d���nd �n l�ngth6 ��ll��t��n 	nd 	n	l6s�s �r���ss�s [13], [14], [15], [16].

Th� D��	rtm�nt �f r�m�l	nd S��ur�t6’s (DrS) >�� surv��ll	n�� S6st�ms, �	rt��ul	rl6 >��W	t�h 	nd �ts su���ss�r
�r�j��t >D21, 	r� d�s�gn�d t� �d�nt�f6 b��l�g��	l thr�	ts l�k� v�rus�s �r b��	�r�s�ls th	t m	6 	r�s� fr�m b��t�rr�r�sm �r
n	tur	l �	nd�m��s [14], [15], [16]. Th�s� s6st�ms 	r� v�t	l f�r n	t��n	l s��ur�t6, �ff�r�ng �	rl6 w	rn�ngs �f 	�rb�rn�
b��l�g��	l d	ng�rs �n urb	n s�tt�ngs. >��W	t�h: L	un�h�d �n 2003, >��W	t�h �s 	 f�d�r	ll6 m	n	g�d 	�r-m�n�t�r�ng
s6st�m th	t �d�nt�f��s h	rmful b��l�g��	l 	g�nts �n m�r� th	n 30 m	j�r m�tr���l�t	n 	r�	s 	�r�ss th� U.S. Th�s s6st�m �s
�ru��	l f�r s	f�gu	rd�ng �ubl�� h�	lth b6 �n	bl�ng �	rl6 d�t��t��n �f 	�rb�rn� b��l�g��	l thr�	ts. L�m�t	t��ns: D�s��t� �ts
	�h��v�m�nts, >��W	t�h h	s s�gn�f��	nt l�m�t	t��ns, m	�nl6 �ts l�ngth6 d�t��t��n t�m�l�n� �f 12 t� 36 h�urs. Th� s6st�m
d���nds �n ��rs�nn�l ��ll��t�ng 	�r f�lt�rs, wh��h 	r� th�n 	n	l6z�d �n 	 l	b�r	t�r6. Th�s �r���dur� �r�	t�s 	 d�l	6 th	t
d�m�n�sh�s �ts �ff��t�v�n�ss �n �r�v�nt�ng ����sur�. >D21 (>��l�g��	l D�t��t��n f�r th� 21st Q�ntur6): T� �v�r��m� th�
l�m�t	t��ns �f >��W	t�h, DrS l	un�h�d >D21, 	 n��t g�n�r	t��n b�� surv��ll	n�� s6st�m. >D21 m	rks 	 s�gn�f��	nt
	dv	n��m�nt b6 �n��r��r	t�ng 	n�m	l6 d�t��t��n s�ns�rs 	nd d	t	 	n	l6t��s f�r ��nt�nu�us r�	l-t�m� m�n�t�r�ng �f
	�rb�rn� thr�	ts [13], [14], [15], [16], [17]. K�6 �nh	n��m�nts �n >D21 �n�lud�: R�	l-t�m� M�n�t�r�ng: >D21 �m�l�6s 	ut�n�m�us s�ns�rs 	nd d	t	 	n	l6t��s t� �d�nt�f6 	n�m	l��s �n r�	l-t�m�,
	�m�ng t� sh�rt�n th� r�s��ns� t�m� t� m�r� m�nut�s �nst�	d �f h�urs [13], [14], [15]. Ins�t� S�r��n�ng: >D21 f	��l�t	t�s f��ld s�r��n�ng �f b��l�g��	l thr�	ts, �m��w�r�ng l��	l 	uth�r�t��s t� 	�t sw�ftl6 �n
th� �v�nt �f 	 b��t�rr�r�sm �n��d�nt [16], [17]. I��r	t��n	l F��us: In�t�	ll6, >D21 t	rg�ts �nd��r �nv�r�nm�nts, su�h 	s 	�r��rts 	nd urb	n ��nt�rs, wh�r� ���ul	t��n
d�ns�t6 �s h�gh�st. r�w�v�r, DrS �nt�nds t� br�	d�n th�s s6st�m t� �n��m�	ss �utd��r �nv�r�nm�nts, furth�r �nh	n��ng
�ts �	�	b�l�t��s [17].

Wh�l� >D21 m	rks 	 n�t	bl� t��hn�l�g��	l l�	� fr�m >��W	t�h, �ts �m�h	s�s �n d�ns�l6 ���ul	t�d �nd��r s�	��s
r�str��ts �ts us� �n m�l�t	r6 f��ld ���r	t��ns, wh��h �s th� �r�m	r6 f��us �f >E�R-QS. Th� >E�R-QS s6st�m, �n th� �th�r
h	nd, �ff�rs �mm�d�	t� r�s��ns�s b6 ut�l�z�ng dr�n�s t� �d�nt�f6 b��thr�	ts 	nd �r�v�d� r�	l-t�m� �nf�rm	t��n t� T	�t��	l
I��r	t�ng Q�nt�rs (TIQs) 	nd Q�mm	nd Y�sts dur�ng m�l�t	r6 m�ss��ns. Furth�rm�r�, >D21’s d��l�6m�nt 	��r�	�h
r�l��s �n f���d �nfr	stru�tur� �n urb	n 	r�	s, m	k�ng �t l�ss fl���bl� f�r ��mb	t �r t	�t��	l ���r	t��ns �n �h	ng�ng, ���n
�nv�r�nm�nts [13], [14], [15].

>�� surv��ll	n�� f�r W�	��ns �f M	ss D�stru�t��n (QWMD) 	�ms t� �d�nt�f6 	nd m�t�g	t� b��l�g��	l thr�	ts us�ng
�utt�ng-�dg� d�t��t��n t��hn�l�g��s. It �m�h	s�z�s th� s�gn�f��	n�� �f �	rl6 d�t��t��n 	nd m	k�ng �nf�rm�d d���s��ns
b	s�d �n d	t	 [13], [14], [15], [16], [17]. >E�R-QS su���rts th�s� �bj��t�v�s b6 �m�l�6�ng 	 n�tw�rk �f dr�n�s 	nd
s�ns�rs th	t ��nt�nu�usl6 m�n�t�r 	r�	s, �r�v�d�ng �	rl��r d�t��t��n �	�	b�l�t��s ��m�	r�d t� �urr�nt s6st�ms. Th�
Q�unt�r�ngW�	��ns �f M	ss D�stru�t��n (QWMD) �ff��� 	t DrS �s d�d��	t�d t� 	ddr�ss�ng b��l�g��	l thr�	ts, �s����	ll6
th�s� r�l	t�d t� w�	��ns �f m	ss d�stru�t��n (WMD). Th� QWMD fr	m�w�rk �m�h	s�z�s th� �r�	t��n �f t��hn�l�g��s
	�m�d 	t th� �	rl6 d�t��t��n 	nd r�s��ns� t� b��l�g��	l thr�	ts, fr�qu�ntl6 ��ll	b�r	t�ng w�th th� D��	rtm�nt �f D�f�ns�
(D�D) [16], [17]. QWMD’s >�� surv��ll	n�� F��us: D�t��t��n �f >��thr�	ts: QWMD �r��r�t�z�s th� �	rl6 �d�nt�f��	t��n �f b��l�g��	l 	g�nts b6 ut�l�z�ng 	ut�n�m�us
d�t��t��n t��hn�l�g��s 	nd 	lg�r�thms d�s�gn�d t� s��t 	n�m	l��s [13], [14], [15]. �n�m	l6 D�t��t��n S�ns�rs: S�m�l	r t� >D21, QWMD’s b�� surv��ll	n�� s6st�m �s ��nt�r�d �n �ng��ng m�n�t�r�ng
	nd �m�l�6s 	n�m	l6 d�t��t��n 	lg�r�thms t� �d�nt�f6 ��t�nt�	l b��l�g��	l thr�	ts �n r�	l-t�m�. Th�s� s6st�ms 	�m t�
�nh	n�� b�th th� 	��ur	�6 	nd s���d �f b��thr�	t d�t��t��n [15], [16], [17].
Qh	ll�ng�s �n QWMD Fr	m�w�rk: �lth�ugh QWMD’s s6st�ms 	r� qu�t� �ff��t�v� 	t d�t��t�ng l	rg�-s�	l� b��thr�	ts �n
urb	n 	nd �r�t��	l s�tt�ngs, th�6 �n��unt�r s�v�r	l �h	ll�ng�s, �n�lud�ng: F	ls� Y�s�t�v�s: �n�m	l6 d�t��t��n s6st�ms �	n �r�du�� f	ls� ��s�t�v�s, n���ss�t	t�ng 	dd�t��n	l v�r�f��	t��n, wh��h
m	6 d�l	6 r�s��ns� �ff�rts [13], [14], [15]. Yr�v	�6 Q�n��rns: Th� d�t��t��n s6st�ms us�d b6 QWMD �ft�n fun�t��n �n d�ns�l6 ���ul	t�d 	r�	s, r	�s�ng �r�v	�6
�ssu�s du� t� th� �ng��ng m�n�t�r�ng 	nd d	t	 ��ll��t��n n��d�d f�r 	n�m	l6 d�t��t��n [16], [17].

Th� >E�R-QS s6st�m t	�kl�s s�v�r	l �f th�s� �h	ll�ng�s b6 �m�h	s�z�ng 	��ur	�6 �n d�t��t�ng b��l�g��	l thr�	ts
w�th�n m�l�t	r6 s�tt�ngs. >6 ut�l�z�ng dr�n�s f�r �r���s� d	t	 ��ll��t��n, �t m�n�m�z�s th� �h	n��s �f f	ls� ��s�t�v�s, 	nd
�ts m�l�t	r6 �r��nt	t��n s�d�st��s th� �r�v	�6 ��n��rns th	t �ft�n 	���m�	n6 ��v�l�	n b�� surv��ll	n�� s6st�ms [13], [15],
[17].
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III. J64[�RIS6N 6F EE�R-JS WIa8 [R6[6SED SYSaE4S �ND FR�4EW6RKS
Edu�	t��n	l Th� >��thr�	t E	rl6 �ss�st 	nd R�s��ns� Q�mm	nd S6st�m (>E�R-QS) �	n b� 	n	l6z�d 	l�ngs�d� th�

s6st�ms 	nd fr	m�w�rks �r�s�nt�d �n th� thr�� �	��rs, f��us�ng �n th��r �ss�nt�	l fun�t��ns, 	r�	s �f 	��l��	t��n, 	nd
r�s��ns� str	t�g��s. Th� f�ll�w�ng ��m�	r�s�n �utl�n�s th� d�st�n�t�v� f�	tur�s �f >E�R-QS, �llustr	t�ng h�w �t �nh	n��s
�urr�nt s6st�ms, 	l�ng w�th 	 ��rs���t�v� �n �ts ��t�nt�	l futur� d�v�l��m�nts.

a�bl 1 – J�m	�r�s�n �f EE�R-JS vs IJS, ED21 �nd JW4D S�st ms
F �tur EE�R-JS IJS f�r E4S ED21 (D8S

E��surv �ll�n% )
JW4D Fr�m w�rk

[r�m�r�
6bj %t�v 

Yr�-�m�t�v� d�t��t��n �f
b��thr�	ts �n m�l�t	r6

���r	t��ns us�ng dr�n�s,
�nh	n��ng s�tu	t��n	l

	w	r�n�ss 	nd r�s��ns�
�ff��t�v�n�ss.

In��d�nt ��mm	nd 	nd
�m�rg�n�6 m	n	g�m�nt
f�r v	r��us s�tu	t��ns,

�n�lud�ng mult�-�	su	lt6
	nd n	tur	l d�s	st�rs.

D�t��t b��	�r�s�l thr�	ts
�n d�ns�l6 ���ul	t�d

	r�	s us�ng s�ns�rs w�th 	
12–36-h�ur d�t��t��n

w�nd�w.

Q�unt�r�ng b��l�g��	l
thr�	ts, s����f��	ll6
W�	��ns �f M	ss

D�stru�t��n (WMD),
w�th �	rl6 d�t��t��n

s6st�ms.
R s	�ns a�m Inst	nt	n��us d�t��t��n

v�	 dr�n�-b	s�d s�ns�r
n�tw�rks, r���rt�ng �n r�	l
t�m� t� T	�t��	l I��r	t�ng

Q�nt�rs.

D�l	6�d r�s��ns�
�n�t�	t�d 	ft�r �n��d�nt
�ns�t, d���nd�ng �n th�
n	tur� �f th� �v�nt 	nd
��mm	nd �st	bl�shm�nt.

L�ngth6 d�t��t��n t�m� �f
12–36 h�urs du� t�

m	nu	l ��ll��t��n 	nd
	n	l6s�s �f f�lt�rs.

Enh	n��d d�t��t��n
f�r �	rl6 thr�	t

�d�nt�f��	t��n us�ng
	n�m	l6-b	s�d
s�ns�rs 	nd
	lg�r�thms.

D 	l��m nt
�r �

Iutd��r 	nd �nd��r
m�n�t�r�ng �n f��ld

���r	t��ns w�th r�	l-t�m�
��mmun��	t��n t� T	�t��	l

I��r	t�ng Q�nt�rs 	nd
Q�mm	nd Y�sts.

F��us�d �n m	n	g�ng
�n��d�nts �n �r�d�f�n�d
	r�	s (�.g., d�s	st�r

z�n�s, EMS ���r	t��ns).

Yr�m	r�l6 d��l�6�d �n
l	rg�, d�ns�l6 ���ul	t�d
�nd��r �nv�r�nm�nts

(�.g., 	�r��rts, t�rm�n	ls).

Iutd��r 	nd �nd��r
b��d�t��t��n w�th
�m�h	s�s �n urb	n

	r�	s 	nd l	rg�-s�	l�
WMD thr�	ts.

a %hn�l�g�%�l
Int gr�t��n

Dr�n�s, r�	l-t�m� s�ns�rs,
d�g�t	l r	d��s, tr�	g� t��ls,
���s�n d�t��t��n g	dg�ts,
	nd d���nt	m�n	t��n k�ts
�nt�gr	t�d w�th s�ld��r

s6st�ms.

Q�mmun��	t��n t��ls,
��mm	nd 	nd ��ntr�l
s�ftw	r�, 	nd t	�t��	l

r�s��nd�rs.

�ut�n�m�us b��s�ns�rs
f�r 	n�m	l6 d�t��t��n,
�nt�gr	t�d w�th d	t	

	n	l6t��s �l	tf�rms f�r
�	rl6 d�t��t��n.

Us� �f b��l�g��	l
d�t��t��n s�ns�rs,
	lg�r�thms f�r

	n�m	l6 d�t��t��n,
	nd ��rt	bl� f��ld-
s�r��n�ng d�v���s.

F�%us �n
S�ld� r S�f t�

D�r��tl6 �nh	n��s s�ld��r
s	f�t6 thr�ugh �r��m�t�v�

d�t��t��n, r�	l-t�m�
u�d	t�s, 	nd �nt�gr	t��n

w�th un�f�rm-b	s�d d�g�t	l
t��ls.

F��us�d �n ��st-�n��d�nt
m	n	g�m�nt r	th�r th	n
�r�-�n��d�nt d�t��t��n.

Ind�r��tl6 �nflu�n��s
��v�l�	n s	f�t6 b6
d�t��t�ng 	�rb�rn�
b��l�g��	l 	g�nts �n

�ubl�� s�	��s.

F��us�s �n �ubl��
h�	lth 	nd l	rg�-s�	l�
�m�rg�n�6 r�s��nd�rs
r	th�r th	n �nd�v�du	l

s�ld��r s	f�t6.

Inf�rm�t��n
Fl�w

R�	l-t�m� d	t	 fr�m
dr�n�s t� T	�t��	l

I��r	t�ng Q�nt�rs 	nd
Q�mm	nd Y�sts,

�r�v�d�ng �mm�d�	t�
s�tu	t��n	l 	w	r�n�ss.

Inf�rm	t��n fl�ws fr�m
th� �n��d�nt s��n� t� th�
��mm	nd v�	 r�s��nd�rs

	nd r���rt�ng
m��h	n�sms.

�n�m	l6 d�t��t��n
s�ns�rs tr	nsm�t d	t	 t�
��ntr	l�z�d m�n�t�r�ng

s6st�ms, wh��h th�n 	l�rt
r�l�v	nt 	uth�r�t��s.

Q�nt�nu�us
m�n�t�r�ng 	nd

d�t��t��n w�th 	n 	�m
t� 	l�rt 	uth�r�t��s �n
m�nut�s, ��m�	r�d t�
h�urs �n tr	d�t��n	l

s6st�ms.
�d�	t�b�l�t�
�nd Fl "�b�l�t�

�d	�t	bl� t� v	r��us
�nv�r�nm�nts (urb	n,
rur	l, h�gh-r�sk ��mb	t

z�n�s) 	nd s�	l	bl� b	s�d
�n m�ss��n r�qu�r�m�nts.

r�ghl6 fl���bl� �n t�rms
�f �nt�rd�s���l�n	r6

us	g� 	�r�ss d�ff�r�nt
�m�rg�n�6 s��n	r��s.

Yr�m	r�l6 d�s�gn�d f�r
f���d �nst	ll	t��ns �n
h�gh-tr	ff�� 	r�	s, l�ss

	d	�t	bl� t� ���n
b	ttl�f��lds.

Fl���bl� f�r b�th
�nd��r 	nd �utd��r

s��n	r��s but f��us�d
�n l	rg�-s�	l�

�m�rg�n���s r	th�r
th	n t	�t��	l m�l�t	r6

���r	t��ns.
Inn�v�t��n Q�mb�n�s U�V (dr�n�)

t��hn�l�g6 w�th b��thr�	t
s�ns�rs 	nd m�d�rn

��mmun��	t��n t��ls �n 	
s�	ml�ss ���r	t��n	l

fr	m�w�rk.

L�v�r	g�s 6�	rs �f
�n��d�nt ��mm	nd

kn�wl�dg� but l	�ks 	
�r�-�n��d�nt d�t��t��n

�	�	b�l�t6.

Int�gr	t�s 	dv	n��d
	n�m	l6 d�t��t��n

t��hn�l�g��s but suff�rs
fr�m l�ng r�s��ns� t�m�s

	nd d��l�6m�nt
l�m�t	t��ns.

N�w d�t��t��n
	lg�r�thms 	nd

��nt�nu�us m�n�t�r�ng
but f��us�d �n

b��thr�	ts �n d�ns�l6
���ul	t�d 	r�	s.

F �tur >E�R-QS IQS f�r EMS >D21 (DrS
>��surv��ll	n��)

QWMD Fr	m�w�rk

[r�m�r�
6bj %t�v 

Yr�-�m�t�v� d�t��t��n �f
b��thr�	ts �n m�l�t	r6

���r	t��ns us�ng dr�n�s,
�nh	n��ng s�tu	t��n	l

	w	r�n�ss 	nd r�s��ns�
�ff��t�v�n�ss.

In��d�nt ��mm	nd 	nd
�m�rg�n�6 m	n	g�m�nt
f�r v	r��us s�tu	t��ns,

�n�lud�ng mult�-�	su	lt6
	nd n	tur	l d�s	st�rs.

D�t��t b��	�r�s�l thr�	ts
�n d�ns�l6 ���ul	t�d

	r�	s us�ng s�ns�rs w�th 	
12–36-h�ur d�t��t��n

w�nd�w.

Q�unt�r�ng b��l�g��	l
thr�	ts, s����f��	ll6
W�	��ns �f M	ss

D�stru�t��n (WMD),
w�th �	rl6 d�t��t��n

s6st�ms.
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IV. EFFEJaIVENESS J64[�RIS6N 6F EE�R-JS WIa8 a8E [R6[6SED SYSaE4S
Th� �ff��t�v�n�ss �f th� >��thr�	t E	rl6 �ss�st 	nd R�s��ns� Q�mm	nd S6st�m (>E�R-QS) �	n b� 	ss�ss�d �n

r�l	t��n t� th� s6st�ms �utl�n�d �n th� d��um�nts �r�v�d�d, w�th 	 �	rt��ul	r �m�h	s�s �n r�s��ns� t�m�, ���r	t��n	l
fl���b�l�t6, s�	l	b�l�t6, s�tu	t��n	l 	w	r�n�ss, 	nd �nf�rm	t��n 	��ur	�6. >�l�w �s 	 ��m�r�h�ns�v� ��m�	r�s�n �f h�w
>E�R-QS m�	sur�s u� 	g	�nst th� IQS f�r EMS, >D21, 	nd QWMD fr	m�w�rks d�s�uss�d �n th� �	��rs.

a�bl 2 – Eff %t�v n ss J�m	�r�s�n �f EE�R-JS w�th th [r�	�s d S�st ms
Eff %t�v n ss

Jr�t r�� EE�R-JS IJS f�r E4S ED21 (D8S
E��surv �ll�n% ) JW4D Fr�m w�rk

R s	�ns a�m 

r�ghl6 Eff��t�v�:
Inst	nt	n��us d�t��t��n
us�ng dr�n�s w�th r�	l-

t�m� d	t	 s�nt t� T	�t��	l
I��r	t�ng Q�nt�rs

(TIQs) 	nd Q�mm	nd
Y�sts.

M�d�r	t�l6 Eff��t�v�:
In�t�	t�s 	ft�r 	n
�n��d�nt ���urs;

r�s��ns� �s stru�tur�d
but n�t �r�-�m�t�v�.

L�w t� M�d�r	t�
Eff��t�v�n�ss: L�ngth6
d�t��t��n t�m�l�n� �f

12–36 h�urs du� t� m	nu	l
f�lt�r ��ll��t��n 	nd

	n	l6s�s.

M�d�r	t� Eff��t�v�n�ss:
�n�m	l6-b	s�d s�ns�rs
�r�v�d� �	rl6 d�t��t��n
but st�ll f	�� ���r	t��n	l
l�m�t	t��ns �n t�rms �f

r	��d r�s��ns�.

6	 r�t��n�l
Fl "�b�l�t�

V�r6 Fl���bl�: �d	�t	bl�
t� 	n6 t�rr	�n (urb	n,

rur	l, ��mb	t z�n�s) 	nd
v	r��us thr�	t l�v�ls,
�nt�gr	t�s w�th s�ld��r
g�	r, 	nd s�	l�s �	s�l6.

M�d�r	t�l6 Fl���bl�:
Fl���bl� �n 	d	�t�ng t�
v	r��us �n��d�nt t6��s

(n	tur	l d�s	st�rs,
m	ss �	su	lt��s) but
r�	�t�v� �n n	tur�.

L�m�t�d Fl���b�l�t6:
F��us�s �n d�ns�l6

���ul	t�d �nd��r 	r�	s,
w�th l�m�t�d 	d	�t	b�l�t6 t�

�utd��r �r m�l�t	r6
s�tt�ngs.

M�d�r	t�l6 Fl���bl�:
D�s�gn�d f�r l	rg�-s�	l�
�m�rg�n���s, �r�m	r�l6
�n urb	n s�tt�ngs, but

	d	�t	bl� f�r w�d�-	r�	
d�t��t��n.

S%�l�b�l�t�

r�ghl6 S�	l	bl�: Q	n b�
d��l�6�d 	t d�ff�r�nt

s�	l�s—sm	ll un�ts f�r
t	�t��	l m�ss��ns, l	rg�
n�tw�rks f�r full-s�	l�

���r	t��ns. Dr�n�s �	n b�
�n�r�	s�d b	s�d �n th�

	r�	 �f ���r	t��n.

M�d�r	t�l6 S�	l	bl�:
S�	l�s w�th�n th�

stru�tur� �f �m�rg�n�6
s�rv���s, but t��d t�

��st-�n��d�nt r�s��ns�.

L�w S�	l	b�l�t6: L�m�t�d
t� l	rg�, d�ns�l6 ���ul	t�d

	r�	s w�th h�gh
�nfr	stru�tur� n��ds;
���	nd�ng ��v�r	g�
r�qu�r�s s�gn�f��	nt

�nv�stm�nt.

M�d�r	t�l6 S�	l	bl�:
D�s�gn�d t� s�	l� f�r
l	rg� �m�rg�n���s but

w�uld n��d ��ns�d�r	bl�
r�s�ur��s t� ��v�r br�	d

g��gr	�h��	l 	r�	s.

S�tu�t��n�l
�w�r n ss

r�ghl6 Eff��t�v�:
Yr�v�d�s r�	l-t�m�
s�tu	t��n	l d	t	 t�
��mm	nd ��nt�rs,

�m�r�v�ng th� d���s��n-
m	k�ng �r���ss b�f�r�
s�ld��rs 	r� d��l�6�d.

M�d�r	t�l6 Eff��t�v�:
Yr�v�d�s ��st-�n��d�nt

d	t	, wh��h �s
�ff��t�v� f�r stru�tur�d
r�s��ns� but l	�ks �r�-
�n��d�nt 	w	r�n�ss.

M�d�r	t� Eff��t�v�n�ss:
Yr�v�d�s d	t	 	ft�r 	

s�gn�f��	nt d�l	6, l�m�t�ng
th� 	b�l�t6 t� 	�t �n

b��thr�	ts �mm�d�	t�l6.

M�d�r	t�l6 Eff��t�v�:
E	rl6 d�t��t��n s6st�ms
�m�r�v� 	w	r�n�ss, but
���r	t��n	l d	t	 st�ll
n��ds t� b� �r���ss�d

	nd v�r�f��d.

Inf�rm�t��n
�%%ur�%�

r�ghl6 ���ur	t�: Ut�l�z�s
	dv	n��d s�ns�rs �n r�	l-

t�m� w�th �mm�d�	t�
f��db	�k l���s, r�du��ng

f	ls� ��s�t�v�s 	nd
n�g	t�v�s.

M�d�r	t�l6 ���ur	t�:
Inf�rm	t��n 	��ur	�6

d���nds �n th�
��mm	nd stru�tur�
	nd fl�w, wh��h m	6
d�l	6 �r l�m�t r�s��ns�

�	�	b�l�t��s.

M�d�r	t� t� L�w
���ur	�6: r	s �ssu�s w�th
f	ls� ��s�t�v�s du� t� th�
��m�l���t6 �f b��l�g��	l
d�t��t��n s6st�ms 	nd
m	nu	l v�r�f��	t��n.

M�d�r	t�l6 ���ur	t�:
>	s�d �n 	n�m	l6

d�t��t��n but h	s r��m
f�r �m�r�v�m�nt,

�	rt��ul	rl6 �n m	n	g�ng
f	ls� ��s�t�v�s.

[r��%t�v vs.
R �%t�v 

Yr�	�t�v�: >E�R-QS
f��us�s �n �r�-�m�t�v�
d�t��t��n �f b��thr�	ts,

	ll�w�ng m�l�t	r6 un�ts t�
	v��d h	z	rd�us z�n�s

	lt�g�th�r.

R�	�t�v�: IQS �n�t�	t�s
	�t��n �nl6 	ft�r 	n

�n��d�nt h	s ���urr�d,
f��us�ng �n stru�tur�d

�m�rg�n�6
m	n	g�m�nt.

R�	�t�v�: >D21's l�ng
d�t��t��n w�nd�w l�m�ts �ts
	b�l�t6 t� r�s��nd qu��kl6
t� b��thr�	ts, m	k�ng �t

m�r� r�	�t�v� th	n
�r�	�t�v�.

Yr�	�t�v�: QWMD
f��us�s �n �	rl6
d�t��t��n, but th�

�urr�nt s6st�m st�ll f	��s
d�l	6s �n ��m�r�h�ns�v�
thr�	t �d�nt�f��	t��n 	nd

r�s��ns�.

Int gr�t��n
w�th S�ld� r
S�st ms

V�r6 r�gh: Int�gr	t�s
d�r��tl6 w�th s�ld��rs'

d�g�t	l r	d��s, tr�	g� t��ls,
	nd ���s�n d�t��t��n

d�v���s, �n�r�	s�ng f��ld
�ff��t�v�n�ss.

L�w: Yr�m	r�l6
d�s�gn�d f�r

�m�rg�n�6 r�s��nd�rs
	nd ��st-�n��d�nt
m	n	g�m�nt; n�t
�nt�gr	t�d w�th

�nd�v�du	l s�ld��r
s6st�ms.

N�n�: >D21 �s d�s�gn�d
f�r ��v�l�	n �nv�r�nm�nts
	nd n�t �nt�gr	t�d w�th

m�l�t	r6 ��rs�nn�l.

L�w: N�t s����f��	ll6
d�s�gn�d f�r s�ld��r
�nt�gr	t��n, th�ugh �t
��uld b� 	d	�t�d f�r

m�l�t	r6 us�s.

a %hn�l�g�
R �d�n ss

r�gh R�	d�n�ss: >E�R-
QS �	n b� r	��dl6

d��l�6�d w�th �ff-th�-
sh�lf dr�n� 	nd s�ns�r

t��hn�l�g��s.

M	tur�: IQS h	s b��n
�m�l�m�nt�d f�r

d��	d�s �n �m�rg�n�6
r�s��ns� s�tu	t��ns.

L�w t� M�d�r	t�: >D21 �s
st�ll �n th� 	�qu�s�t��n 	nd
t�st�ng �h	s�, w�th l�m�t�d

���r	t��n	l r�	d�n�ss.

M�d�r	t� R�	d�n�ss:
QWMD t��hn�l�g��s
	r� d�v�l���ng but n�t

full6 m	tur�d f�r
w�d�s�r�	d d��l�6m�nt.
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V. USEFULNESS 6F a8E SYSaE4
Th� �r��r�t6 �n r�s��nd�ng t� b��l�g��	l thr�	ts �s t� �ng	g� th�m 	s �	rl6 	s ��ss�bl� b�f�r� th�6 	ff��t 	 l	rg�

���ul	t��n �n wh��h th�6 �	n h	v� 	n �m�	�t 	nd �m�l���t hum	n l�ss�s. Th�s s�lut��n �r���s�s >��thr�	t E	rl6 �ss�st
	nd R�s��ns� Q�mm	nd S6st�m, wh��h �	n m	n	g� 	 w�d� 	r�	, 	n	l6z�ng 	nd �d�nt�f6�ng b��l�g��	l thr�	ts w�th�n �t
thr�ugh mult��l� �	rl6 �d�nt�f��	t��n s6st�ms 	nd st	t�-�f-th�-	rt ��mm	nd 	nd ��ntr�l t��ls. F�	tur�s �f >E�R-QS
�n�lud� b��thr�	t m�n�t�r�ng �f 	 GIS-d�f�n�d 	r�	 �f ���r	t��ns, d�t��t��n 	nd �d�nt�f��	t��n �f thr�	ts, d�t	�l�d thr�	t
r���rt, ���r	t��n	l b��thr�	t s�tu	t��n	l kn�wl�dg�, 	nd ��t�ns�v� h	z	rd 	ss�ssm�nt �n r�	l-t�m�. Th� �m�l�m�nt	t��n �f
su�h 	 s6st�m �s �ru��	l f�r th� r�sults �f th� ��mm	nds 	nd un�ts th	t ���r	t� �n d�ff�r�nt ��nd�t��ns b��	us� �t g�v�s th�
����rtun�t6 t� th� ��mm	nd�rs t� m	k� th� b�st d���s��n t� d�v�rt th� b��thr�	t �n 	 t�m�l6 m	nn�r. Furth�rm�r�, >E�R-
QS �s full6 m�b�l�, wh��h �nsur�s th	t �t �	n b� r	��dl6 d��l�6�d t� 	n6 	r�	 �f ���r	t��ns �n qu��k su���ss��n 	nd 	�t 	s
	 su���rt �l�m�nt t� th� t	�t��	l un�ts ��ndu�t�ng ���r	t��ns �n th� 	r�	. M�r��v�r, �t ��ndu�ts m	���ng �f th� r�sk 	r�	s,
	nd ��ss�bl� s�r�	d d�r��t��ns �f th� b��thr�	t b	s�d �n th� d	t	 ��ll��t�d �n r�	l-t�m�.

F�g. 1 – E��thr �t E�rl� �ss�st �nd R s	�ns J�mm�nd S�st m S%h m 

F�g. 2 – ah us �f th E��thr �t E�rl� �ss�st �nd R s	�ns J�mm�nd S�st m �n m�l�t�r� �	 r�t��ns
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VI. INN6V�aIVENESS 6F a8E SYSaE4
Th� �nn�v	t�v�n�ss �f >E�R-QS w�ll b� th� �nt�gr	t��n �f m	�h�n� l�	rn�ng, ���st�ng m�d�rn t��hn�l�g��s, 	nd t��ls

�nt� 	 s�ngl� �nt�r���r	bl� �nt�t6 �	�	bl� �f r	��d d��l�6m�nt �n �	s� �f 	 b��thr�	t. Th� s6st�m ��ns�sts �f tw� k�6
fun�t��n	l �l�m�nts �n�lud�ng th� �	rl6 w	rn�ng 	nd surv��ll	n�� �l�m�nt 	nd th� ��mm	nd-	nd-��ntr�l �l�m�nt. Th�
f�rst �l�m�nt �s �nt�gr	t�d �nt� 	 m�b�l� �l	tf�rm 	nd ��ns�sts �f dr�n�s �qu����d w�th gr	�h�n� ��t��	l s�ns�rs 	nd
flu�r�s��nt ��t��	l 	nd �l	nn�r w	v�gu�d� b��s�ns�rs. Thus, th� s���nd �l�m�nt ��ns�sts �f ��mm	nd-	nd-��ntr�l t��ls
��mb�n�d w�th m	�h�n� l�	rn�ng 	lg�r�thms b	s�d �n mult��l� l�n�	r r�gr�ss��n f�r �r�d��t�ng 	nd m	n	g�ng th� b��thr�	t.
Th� �nt�r���r	b�l�t6 b�tw��n th� k�6 �l�m�nts �f th� s6st�m �s d�t	�l�d �n th� subm�tt�d F�gur�s. Th� m�n�t�r�ng �f th�
t�rr	�n �s d�n� b6 m��r� 	�r v�h��l�s �n�lud�ng dr�n�s 	nd U�V's wh��h 	r� ��nn��t�d t� 	 Gr�und Q�ntr�l St	t��n w�th�n
th� TIQ. Furth�rm�r�, th� r�sults 	r� s�nt t� th� 	n	l6s�s 	nd ��ntr�l d	t	b	s� wh��h �r���ss�s th� d	t	 thr�ugh mult��l�
l�n�	r r�gr�ss��n m	�h�n� l�	rn�ng 	lg�r�thms f�r �r�d��t��n. Th� r�sults �bt	�n�d 	r� f�rw	rd�d t� th� ��mm	nd-	nd-
��ntr�l s6st�m wh��h �r�	t�s qu��k d���s��ns 	nd �ssu�s ��mm	nds b	s�d �n th� d	t	 r����v�d fr�m th� d	t	 	n	l6s�s 	nd
m	���ng s�gm�nts �f th� s6st�m. In�� 	 d���s��n h	s b��n r�	�h�d, th� ��mm	nd-	nd-��ntr�l s6st�m 	ut�m	t��	ll6
r���rts t� th� ��mm	nd ��st wh��h l	t�r �nf�rms 	nd ��ntr�ls th� un�t’s ���r	t�ng �n th� f��ld �r�v�d�ng th�m w�th r�	l-
t�m� ��mb	t 	nd b��thr�	t su���rt. �dd�t��n	ll6, th� un�ts 	r� �qu����d w�th d�g�t	l r	d�� d�v���s 	nd su���rt g	dg�ts,
wh��h 	r� us�d t� ��mmun��	t� w�th th� ��mm	nd ��st, 	nd �n th� �th�r s�d�, th�6 	r� 	ls� us�d t� f�rw	rd r�	l-t�m�
�nf�rm	t��n t� d	t	 	n	l6s�s 	nd m	���ng s� th	t th� d	t	s�t �s �m�r�v�d w�th ��n�r�t� �nf�rm	t��n fr�m th� gr�und s�
th	t th� m	�h�n� l�	rn�ng 	lg�r�thms �	n h	v� 	 h�gh�r r	t� �f 	��ur	�6.

F�g. 3 – Equ�	m nt �f th s�ld� rs.
M�r��v�r, thr�ugh s����	l�z�d d�g�t	l g	dg�ts, t	�t��	l un�ts �	n ��rf�rm d�g�t	l tr�	g� wh��h ��ns�sts �f s�v�r	l f	�t�rs
r�g	rd�ng th� s6m�t�ms 	nd s�v�r�t6 �f th� b��thr�	t, b	s�d �n th	t tr�	g� Q>RN un�ts 	r� 	��r��r�	t�l6 	ll��	t�d 	nd
	l�rt�d f�r t	k�ng s	f�t6 m�	sur�s �n z�n� d���nt	m�n	t��n. �dd�t��n	ll6, thr�ugh d�g�t	l g	dg�ts, th�6 �	n �mm�d�	t�l6
	���ss th� r�sults �f th� 	n	l6s�s 	nd m	���ng s6st�m 	ll�w�ng th�m t� m	k� qu��k 	nd �nd���nd�nt m�l�t	r6 d���s��ns �f
th� s�tu	t��n r�qu�r�s �t.

VII. FE�SIEILIaY 6F a8E SYSaE4
Th� �m�l�m�nt	t��n �f >E�R-QS �n su���rt �f ��mb	t un�ts d��s n�t r�qu�r� l	rg� f�n	n��	l �nv�stm�nts 	nd

m	�nt�n	n��, b��	us� th� t��hn�l�g��s �r���s�d 	r� 	lr�	d6 ���st�ng 	nd �nl6 r�qu�r� �r���r �nt�gr	t��n. R�sults �f
�m�l�m�nt	t��n �f th� s6st�m 	r� ��s�t�v� f�r b�th m�l�t	r6 	nd ��v�l�	n us� b��	us� �t �n�r�	s�s th� ��mb	t r�	d�n�ss �f
��mm	nds 	nd un�ts, r	��d r�s��ns� �n v	r��us b��thr�	t s�tu	t��ns, 	ll�w�ng th� un�ts 	nd ��mm	nds t� m	k� r�	l-t�m�
d���s��ns b	s�d �n �r���r d	t	 w�th th� su���rt �f 	rt�f���	l �nt�ll�g�n��, st	t� �f th� 	rt t��hn�l�g��s 	nd t��ls.

VIII. ISSUES a6 S6LVE WIa8 a8E I4[LE4ENa�aI6N 6F a8E SYSaE4
>��thr�	ts �nfl��t v	r��us �nv�r�nm�nt	l 	nd h�	lth ��ns�qu�n��s �n 	 sh�rt 	m�unt �f t�m�. Th�r�f�r�, �t �s �m��r	t�v�

th	t th�6 	r� ��nfr�nt�d 	s �	rl6 	s ��ss�bl� 	nd th	t dur�ng th��r ��nfr�nt	t��n 	ll �f th� d���s��ns 	r� m	d� �	r�full6
w�th r�	l-t�m� d	t	 	nd h�gh�st ��ss�bl� 	��ur	�6. Th� >��thr�	t E	rl6 �ss�st 	nd R�s��ns� Q�mm	nd S6st�m (>E�R-
QS) t	�kl�s s�v�r	l �r�ss�ng �h	ll�ng�s �n b��thr�	t d�t��t��n, m�l�t	r6 ���r	t��ns, 	nd r�s��ns� str	t�g��s. Th�s�
�h	ll�ng�s �n�lud�: D�l	6�d D�t��t��n �f >��thr�	ts Q�nv�nt��n	l s6st�ms �ft�n r�qu�r� ��ns�d�r	bl� t�m� t� �d�nt�f6 b��l�g��	l thr�	ts,
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wh��h �	n l�	d t� d�l	6�d r�s��ns�s. Th�s d�l	6 m	6 ����s� s�ld��rs �r ��v�l�	ns t� h	rmful �	th�g�ns b�f�r� 	d�qu	t�
�r��	ut��ns 	r� �m�l�m�nt�d. >E�R-QS 	ddr�ss�s th�s �ssu� b6 ut�l�z�ng r�	l-t�m� dr�n�-b	s�d d�t��t��n, wh��h 	ll�ws
f�r �mm�d�	t� �d�nt�f��	t��n �f thr�	ts 	nd d�r��t tr	nsm�ss��n �f �nf�rm	t��n t� T	�t��	l I��r	t�ng Q�nt�rs. Th�s
�	�	b�l�t6 �nsur�s �	rl6 d�t��t��n 	nd qu��k�r r�s��ns�s, m�n�m�z�ng unn���ss	r6 ����sur�. L	�k �f Yr��m�t�v� >��thr�	t M	n	g�m�nt M	n6 �urr�nt s6st�ms 	r� r�	�t�v�, t	k�ng 	�t��n �nl6 	ft�r 	 thr�	t h	s
b��n �d�nt�f��d �r 	n �n��d�nt h	s ���urr�d. >E�R-QS ��unt�rs th�s b6 �ff�r�ng 	 �r�	�t�v� b��thr�	t d�t��t��n s6st�m.
>6 r���gn�z�ng ��t�nt�	l thr�	ts b�f�r� tr���s �nt�r 	 s����f�� 	r�	, �t �n	bl�s �r��m�t�v� m�	sur�s, su�h 	s r�r�ut�ng
f�r��s �r �n�t�	t�ng d���nt	m�n	t��n �ff�rts �r��r t� 	n6 ����sur�. Th�s 	��r�	�h �nh	n��s ���r	t��n	l s	f�t6 	nd l�w�rs
th� r�sk �f �	su	lt��s. In	d�qu	t� S�tu	t��n	l �w	r�n�ss �n Q�mb	t Z�n�s In m�d�rn m�l�t	r6 ���r	t��ns, h	v�ng r�	l-t�m� s�tu	t��n	l
	w	r�n�ss �s �ss�nt�	l. W�th�ut t�m�l6 u�d	t�s �n ��t�nt�	l b��thr�	ts, s�ld��rs m	6 �n��unt�r unn���ss	r6 d	ng�rs.
>E�R-QS �ff�rs r�	l-t�m� u�d	t�s v�	 	 n�tw�rk �f dr�n�s 	nd s�ns�rs, �nsur�ng th	t s�ld��rs 	nd ��mm	nd�rs 	r�
	lw	6s �nf�rm�d 	b�ut �nv�r�nm�nt	l h	z	rds. Th�s �nh	n��s t	�t��	l 	w	r�n�ss, 	ll�w�ng f�r qu��k�r 	nd m�r� �nf�rm�d
d���s��n-m	k�ng dur�ng m�ss��ns. In�ff����nt Q�mmun��	t��n �f Thr�	t D	t	 �n ���st�ng s6st�ms, th� tr	nsf�r �f thr�	t �nf�rm	t��n fr�m d�t��t��n t��ls
t� ��mm	nd stru�tur�s �	n b� slugg�sh 	nd sus���t�bl� t� d�l	6s, �	rt��ul	rl6 �n l	rg� �r ��m�l�� ���r	t��ns. >E�R-QS
f�	tur�s �nst	nt	n��us ��mmun��	t��n s6st�ms th	t r�l	6 d�t��t�d thr�	ts d�r��tl6 t� ��mm	nd ��sts 	nd s�ld��rs.
Ut�l�z�ng d�g�t	l r	d��s 	nd �nt�gr	t�d ��mmun��	t��n d�v���s gu	r	nt��s th	t �r�t��	l b��thr�	t d	t	 �s sh	r�d �r�m�tl6,
�m�r�v�ng r�s��ns� t�m�s. L�m�t�d S�ld��r Yr�t��t��n 	nd Equ��m�nt Int�gr	t��n Qurr�nt b��thr�	t d�t��t��n s6st�ms �ft�n l	�k d�r��t �nt�gr	t��n
w�th s�ld��r g�	r, wh��h d�m�n�sh�s th��r �ff��t�v�n�ss �n th� f��ld. >E�R-QS t	�kl�s th�s �ssu� b6 �n��r��r	t�ng 	dv	n��d
t��ls, su�h 	s d�g�t	l tr�	g� s6st�ms, ���s�n d�t��t��n d�v���s, 	nd d���nt	m�n	t��n �qu��m�nt, �nt� s�ld��r un�f�rms.
Th�s �nt�gr	t��n �r�v�d�s s�ld��rs w�th �mm�d�	t� 	���ss t� �r�t��t�v� m�	sur�s 	nd thr�	t �nf�rm	t��n, �nh	n��ng th��r
��rs�n	l s	f�t6 	nd m�ss��n �ff��t�v�n�ss. L	�k �f M�b�l�t6 �n >��thr�	t D�t��t��n S6st�ms M	n6 ��nv�nt��n	l b��thr�	t d�t��t��n s6st�ms 	r� st	t��n	r6 �r
t	�l�r�d f�r ��v�l�	n s�tt�ngs, r�nd�r�ng th�m �n�ff��t�v� f�r f	st-�	��d m�l�t	r6 ���r	t��ns. >E�R-QS �s 	 m�b�l� s6st�m
th	t �m�l�6s dr�n�s f�r d�t��t��n, 	ll�w�ng f�r d��l�6m�nt �n urb	n, rur	l, �r ��mb	t �nv�r�nm�nts. Th�s m�b�l�t6
f	��l�t	t�s fl���bl� 	nd sw�ft m�n�t�r�ng �f ��t�ns�v� �r h	rd-t�-r�	�h 	r�	s, m	k�ng �t �����t��n	ll6 �ff��t�v� �n
��nt�m��r	r6 m�l�t	r6 ��nt��ts. In�ff��t�v� Thr�	t Q�nt	�nm�nt 	nd D���nt	m�n	t��n wh�n 	 b��thr�	t �s �d�nt�f��d, �r�m�t ��nt	�nm�nt 	nd
d���nt	m�n	t��n m�	sur�s 	r� �ru��	l t� s	f�gu	rd�ng ��rs�nn�l 	nd h	lt th� s�r�	d �f d	ng�r�us 	g�nts. >E�R-QS �s
�qu����d w�th d���nt	m�n	t��n t��ls th	t 	r� r�	d�l6 	v	�l	bl� t� s�ld��rs, �n	bl�ng th�m t� n�utr	l�z� thr�	ts 	nd sh��ld
th�ms�lv�s fr�m ����sur�. Th�s f�	tur� ��s�t��ns th� s6st�m n�t just 	s 	 d�t��t��n m��h	n�sm but 	ls� 	s 	 v�t	l
��unt�rm�	sur� f�r m	n	g�ng �d�nt�f��d thr�	ts. Iv�rwh�lm�d R�s��ns� S6st�ms �n L	rg�-S�	l� Thr�	ts In s��n	r��s wh�r� mult��l� �r l	rg�-s�	l� b��thr�	ts 	r�
�d�nt�f��d, tr	d�t��n	l r�s��ns� s6st�ms �	n b���m� �nund	t�d, r�sult�ng �n �n�ff����n���s �n thr�	t m	n	g�m�nt. >E�R-
QS l�v�r	g�s 	dv	n��d t��hn�l�g��s t� �nh	n�� thr�	t d�t��t��n 	nd r�s��ns�, 	ll�v�	t�ng th� str	�n �n ��mm	nd ��nt�rs
	nd ��t�m�z�ng r�s�ur�� d�str�but��n dur�ng ��t�ns�v� ���r	t��ns. >6 	ut�m	t�ng �ss�nt�	l d�t��t��n t	sks 	nd �ff�r�ng
r�	l-t�m� s�tu	t��n	l u�d	t�s, �t gu	r	nt��s 	 m�r� �ff��t�v� 	nd ���rd�n	t�d r�s��ns� t� b��thr�	ts.

IX. FUaURE [6aENaI�L 6F a8E EE�R-JS SYSaE4
Th� futur� ��t�nt�	l �f th� >E�R-QS s6st�m �	n b� h�ghl�ght�d b6 l��k�ng 	t th� �urr�nt t��hn�l�g��	l tr�nds 	nd th�

�m�rg�ng �h	ll�ng�s �n m�l�t	r6 ���r	t��ns 	nd b��thr�	t d�t��t��n. S�v�r	l �h	ng�s 	nd �m�r�v�m�nts ��uld �nh	n��
th� �ff��t�v�n�ss, 	d	�t	b�l�t6, 	nd s�	l	b�l�t6 �f >E�R-QS: �rt�f�%��l Int ll�g n% (�I) Int gr�t��n:
o Qurr�nt St	t�: Th� >E�R-QS s6st�m �m�l�6s dr�n�s f�r r�	l-t�m� d�t��t��n 	nd �nf�rm	t��n tr	nsm�ss��n.
o Futur� Y�t�nt�	l: >6 �nt�gr	t�ng �I f�r 	ut�n�m�us d���s��n-m	k�ng 	nd r�	l-t�m� thr�	t 	n	l6s�s, th� �ff����n�6 �f
b��thr�	t d�t��t��n ��uld b� s�gn�f��	ntl6 �m�r�v�d. �I ��uld �n	bl� dr�n�s t� m	k� qu��k�r 	ss�ssm�nts �f thr�	t l�v�ls,
�r��r�t�z� 	l�rts, 	nd sugg�st ��t�m	l r�s��ns�s w�th�ut n��d�ng hum	n �n�ut. Enh�n% d S ns�r N tw�rks:
o Qurr�nt St	t�: Th� s6st�m �m�l�6s v	r��us b��thr�	t s�ns�rs m�unt�d �n dr�n�s.
o Futur� Y�t�nt�	l: >6 �n��r��r	t�ng 	dd�t��n	l s�ns�rs f�r �h�m��	l, r	d��l�g��	l, 	nd ���l�s�v� d�t��t��n, >E�R-QS
��uld b���m� m�r� 	d	�t	bl�. Th�s �nh	n��m�nt w�uld �n	bl� �t t� d�t��t mult��l� t6��s �f thr�	ts, br�	d�n�ng �ts us�
b�6�nd just b��thr�	ts t� 	ddr�ss 	 w�d�r 	rr	6 �f d	ng�rs �n ��m�l�� s�tt�ngs l�k� urb	n ��mb	t. W �r�bl a %hn�l�g� s f�r S�ld� rs:
o Qurr�nt St	t�: >E�R-QS �s 	lr�	d6 ��m�	t�bl� w�th s�ld��r un�f�rms, �ff�r�ng d�g�t	l r	d��s, tr�	g� t��ls, 	nd ���s�n
d�t��t��n d�v���s.
o Futur� Y�t�nt�	l: �dd�ng w�	r	bl� h�	lth m�n�t�rs 	nd ��rs�n	l�z�d �nv�r�nm�nt	l thr�	t d�t��t�rs ��uld �r�v�d�
s�ld��rs w�th r�	l-t�m� �nf�rm	t��n 	b�ut th��r surr�und�ngs, �n�lud�ng r	d�	t��n l�v�ls �r 	�rb�rn� �	th�g�ns.
Furth�rm�r�, �nt�gr	t�ng 	ugm�nt�d r�	l�t6 (�R) s6st�ms ��uld �ff�r h�	ds-u� d�s�l	6s �f th� b	ttl�f��ld, 	ll�w�ng
s�ld��rs t� v�su	l�z� thr�	ts �d�nt�f��d b6 th� dr�n�s �n r�	l-t�m�. N tw�rk �nd J�mmun�%�t��n Enh�n% m nts:

http://www.atbp.ontu.edu.ua/


Автоматизація технологічних і бізнес-процесів V�lum� 17, Issu� 1 / 2025
htt�://www.	tb�.�ntu.�du.u	/

o Qurr�nt St	t�: >E�R-QS �urr�ntl6 s�nds d	t	 t� T	�t��	l I��r	t�ng Q�nt�rs 	nd Q�mm	nd Y�sts thr�ugh d�g�t	l
��mmun��	t��n n�tw�rks.
o Futur� Y�t�nt�	l: Th� �ntr�du�t��n �f 5G t��hn�l�g6 ��uld gr�	tl6 �nh	n�� th� s���d 	nd r�l�	b�l�t6 �f d	t	
tr	nsm�ss��n, �n	bl�ng r�	l-t�m� ��mmun��	t��n �v�r l�ng d�st	n��s. Furth�rm�r�, th� us� �f m�sh n�tw�rks w�th dr�n�s
��uld �nsur� ��mmun��	t��n r�m	�ns �nt	�t �n s�tu	t��ns wh�r� tr	d�t��n	l n�tw�rks f	�l, su�h 	s dur�ng �l��tr�n�� w	rf	r�
�r n	tur	l d�s	st�rs. J�ll�b�r�t��n w�th 6th r S�st ms:
o Qurr�nt St	t�: >E�R-QS �s m	�nl6 	 st	nd	l�n� s6st�m t	�l�r�d f�r m�l�t	r6 ���r	t��ns.
o Futur� Y�t�nt�	l: Th�r� �s ��t�nt�	l f�r >E�R-QS t� ��nn��t w�th ��v�l�	n b�� surv��ll	n�� s6st�ms l�k� >D21,
f	��l�t	t�ng d	t	 sh	r�ng b�tw��n m�l�t	r6 	nd ��v�l�	n 	g�n���s. Th�s ��ll	b�r	t��n w�uld �r�m�t� 	 ���rd�n	t�d r�s��ns�
t� b��thr�	ts 	nd �m�r�v� s�tu	t��n	l 	w	r�n�ss �n �r�t��	l 	r�	s, su�h 	s b�rd�rs �r l	rg� urb	n �nv�r�nm�nts. 4�n��tur�z�t��n �nd [�w r Eff�%� n%�:
o Qurr�nt St	t�: Dr�n�s us�d �n >E�R-QS f	�� l�m�t	t��ns du� t� b	tt�r6 l�f� 	nd �	6l�	d �	�	��t6.
o Futur� Y�t�nt�	l: Im�r�v�m�nts �n b	tt�r6 t��hn�l�g6 	nd th� m�n�	tur�z	t��n �f s�ns�rs ��uld �n	bl� dr�n�s t�
und�rt	k� l�ng�r m�ss��ns 	nd �	rr6 m�r� 	dv	n��d d�t��t��n �qu��m�nt. Th�s w�uld ���	nd th� ��v�r	g� 	r�	 �f th�
>E�R-QS s6st�m 	nd l�ss�n th� fr�qu�n�6 �f dr�n� r�turns f�r r��h	rg�ng. Int gr�t��n w�th �ut�n�m�us Gr�und V h�%l s (�GVs):
o Qurr�nt St	t�: >E�R-QS m	�nl6 d���nds �n dr�n�s f�r 	�r�	l surv��ll	n�� 	nd d�t��t��n.
o Futur� Y�t�nt�	l: In��r��r	t�ng 	ut�n�m�us gr�und v�h��l�s �qu����d w�th s�m�l	r s�ns�r 	rr	6s ��uld �nh	n�� 	�r�	l
m�n�t�r�ng. Gr�und-b	s�d s6st�ms ��uld �ff�r 	dd�t��n	l d	t	 ���nts, �	rt��ul	rl6 �n urb	n �r d�ns�l6 ���ul	t�d 	r�	s
wh�r� dr�n�s m	6 �n��unt�r �h	ll�ng�s.

X. J6NJLUSI6NS
Th� >��thr�	t E	rl6 �ss�st 	nd R�s��ns� Q�mm	nd S6st�m (>E�R-QS) m	rks 	 s�gn�f��	nt 	dv	n��m�nt �n h�w

m�l�t	r6 f�r��s �d�nt�f6 	nd t	�kl� b��l�g��	l thr�	ts. In ��ntr	st t� tr	d�t��n	l s6st�ms th	t t�nd t� b� sl�w, r�	�t�v�, 	nd
l�m�t�d b6 g��gr	�h6, >E�R-QS �ff�rs 	 �r�	�t�v� 	nd m�b�l� 	��r�	�h. >6 ut�l�z�ng �utt�ng-�dg� dr�n� t��hn�l�g6
	l�ngs�d� r�	l-t�m� b��thr�	t s�ns�rs, >E�R-QS �nsur�s �mm�d�	t� d�t��t��n 	nd s�tu	t��n	l 	w	r�n�ss, �r�v�d�ng
m�l�t	r6 ��rs�nn�l w�th �ru��	l �nf�rm	t��n b�f�r� th�6 �nt�r ��t�nt�	ll6 d	ng�r�us 	r�	s. Th�s �	�	b�l�t6 �s v�t	l �n
m�d�rn w	rf	r�, wh�r� t�m�l6 	nd �nf�rm�d d���s��ns �	n d�t�rm�n� th� su���ss �r f	�lur� �f 	 m�ss��n. M�r��v�r,
>E�R-QS ��t�nds b�6�nd m�r� d�t��t��n. Its �nt�gr	t��n w�th s�ld��rs’ un�f�rms, wh��h �n�lud�s d�g�t	l tr�	g� t��ls,
���s�n d�t��t��n d�v���s, 	nd d���nt	m�n	t��n �qu��m�nt, gu	r	nt��s th	t s�ld��rs h	v� th� �ss�nt�	l r�s�ur��s t�
n�utr	l�z� thr�	ts 	nd s	f�gu	rd th�ms�lv�s �n th� f��ld. Th�s s�	ml�ss �nt�gr	t��n b��sts ���r	t��n	l s	f�t6 	nd �ff����n�6,
	ll�w�ng s�ld��rs t� ��n��ntr	t� �n th��r m�ss��n w�th�ut th� ��nst	nt w�rr6 �f h�dd�n b��l�g��	l r�sks. L��k�ng 	h�	d,
>E�R-QS �s s�t t� 	dv	n�� furth�r b6 �nt�gr	t�ng 	rt�f���	l �nt�ll�g�n��, �m�r�v�d s�ns�r n�tw�rks, 	nd w�	r	bl�
t��hn�l�g6 t� �nh	n�� �ts �ff��t�v�n�ss. Th� s6st�m's �	�	��t6 t� 	d	�t t� v	r��us m�ss��n t6��s 	nd �nv�r�nm�nts m	k�s
�t 	 v�rs	t�l� 	nd �ss�nt�	l t��l f�r m�l�t	r6 ���r	t��ns �n r�s��ns� t� �n�r�	s�ng b��thr�	ts. �s b��t�rr�r�sm 	nd �th�r
b��l�g��	l r�sks ��nt�nu� t� 	r�s�, >E�R-QS w�ll r�m	�n 	 v�t	l r�s�ur�� �n �r�t��t�ng s�ld��rs 	nd �nsur�ng th� su���ss
�f m�l�t	r6 m�ss��ns. >E�R-QS m��ts th� urg�nt d�m	nd f�r sw�ft, d���nd	bl�, 	nd �r�	�t�v� b��thr�	t d�t��t��n 	nd
r�s��ns� �n ��nt�m��r	r6 m�l�t	r6 s�tt�ngs. Its �nn�v	t�v� d�s�gn, s�	ml�ss �nt�gr	t��n w�th s�ld��r s6st�ms, 	nd r�	l-
t�m� ��mmun��	t��n �	�	b�l�t��s �st	bl�sh �t 	s 	 n��t-g�n�r	t��n s�lut��n th	t n�t �nl6 	ddr�ss�s t�d	6's �h	ll�ng�s but
�s 	ls� �qu����d t� ��nfr�nt th� �v�lv�ng thr�	ts �f th� futur�.
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