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Abstract. The research paper presents a comprehensive study and development of a web-based content sharing
system, the main purpose of which is to stimulate and distribute photo and media content, textual information about video
game characters in the Ukrainian segment of the Internet through a convenient and efficient platform for users. This
study formulated the requirements for the content sharing system and the stages of its development. Based on the
requirements for the implementation of the system, a web-based content exchange system was developed, consisting of a
client application (frontend) and a web server (backend) using third-party SaaS solutions to store media content and user
information for the content exchange system. The system is designed to provide users with a convenient and efficient tool
for sharing information about video games. The development process consists of the following stages: researching the
context of formulating functional and non-functional requirements, selecting technologies to implement the system in
accordance with the requirements for the frontend and backend. Also, unit and end-to-end tests are written for the
developed applications to ensure that the system has the expected behavior. Completion of all stages and implementation
of front-end and back-end applications in accordance with the requirements is the result of this work, namely a web-
based content exchange system that meets all the requirements and provides an effective exchange of information about
video games in the Ukrainian Internet segment.

Anomauin. YV oocnionuyvkiti pob6omi npedcmasieno KOMNIeKCHe 00CAi0CeH N ma Po3poOKy 6ed-cucmemu 0OMiHy
KOHMEeHNOM, OCHOBHOIO Memoto sKoi € CMUMYIIO6AHHS MaA p03l’103Ci0()JfC€HH}Z quI’I’IO ma meodia- -KOHmeHmy, mexcmosoi
iHGhopmayii npo nepcownadicie eideoicop 6 YKpaincokomy ceemenmi InmepHnemy uepe3 3pyyHUU ma eQexmueHa
nrameopma 0ns Kopucmysauie. ¥V ybomy 00CHiONCeHHT COPMYTbOBAHO 8UMO2U 00 CUCEMU OOMIHY KOHMEHmMOoM ma
emanu ii po3pooxu. Buxoosuu 3 sumoe 0o enposadoicenns cucmemu, Oyia po3pobrena cucmema 0OMiHy 86-KOHMEHMOM,
saKka cknaoacmocs 3 kuienmewkoi npoepamu (frontend) i ee6-cepsepa (backend) 3 euxopucmanusim cmopounnix piwens
SaaS ona 36epicanna media-konmenmy ma iHgopmayii Kopucmyeaua 01s cucmema obminy xowmernmom. Cucmema
PO3pobieHa, wob Hadamu KOpUcmy8auam 3pyunull i eqpekmusHull incmpymenm 0711 0OMiHy inghopmayiero npo ideoicpu.
Ipoyec po3pobru ckradaemvcsi 3 HACMYRHUX emanig: OOCHIONCEHHs KOHMEKCmY (PopMynt08anHs (QYHKYIOHATbHUX §
HepYHKYIOHATbHUX UMOS, BUOIP MEeXHON02Iil peanizayii cucmemu 6i0n08ioHO 00 8UMO2 00 (hpornmendy ma bexenoa. Kpiu
Mo20, MOOYIbHI MA HACKPI3HI MeCmu HANUCAui 051 pO3POOACHUX NPOSPAM, WoO NePeKOHAMUCS, WO cucmema Mac
ouiKyeamny noeedinky. Pezynomamom yici pobomu ¢ 3aeepuienns 6cix emanis i 6npo8addceHus Gponmeno i 6exeno
000amKi8 8i0N0GIOHO 00 8UMO2, A came 8ebO-cucmema 0OMiHY KOHMEHMOM, KA 8ION08i0ac 8Cim dumozam i 3abesneyye
eghexmugnuil 0oMin inghopmayicio npo ideoicpu. 8 ykpaincokomy ceemenmi lumepuemy.

Keywords: Web-oriented systems, content exchange system, frontend, backend, requirements for the content
exchange system, unit and end-to-end testing, third-party SaaS solution.

Kuarouosi cioBa: Beb-opieHTOBaHI CUCTEMH, cHCTeMa OOMiHY KOHTEHTOM, ()POHTEH/I, OCKEH/I, BUMOTH JI0 CHCTEMH
00MiHy KOHTEHTOM, MOJTyJIbHE Ta HACKpi3HE TECTyBaHHsI, CTOPOHHE pillleHHs Saas.

L. INTRODUCTION
A new tweet, a message in a messenger, participation in an online conference, watching a popular video, leaving a
comment on a post - all of these are the result of a person's continuous integration into content-sharing systems. Such
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systems differ in their implementation and specifics of use, but they all have a common feature - they provide the ability
to distribute and receive any information regardless of the user's location and time.

Content-sharing systems are directly created for Android, Windows, and Linux platforms, but the most widespread,
thanks to the Internet, are Web-oriented systems. Since they are not tied to the platform on which they run, the number
of users who will use such a system is much higher compared to other implementations of such a system.

The research topic is determined by its importance in exploring and promoting a new niche for the Ukrainian segment.
The web application is aimed at a specific type of content, namely textual information, video and photo galleries. Creating
a content-sharing system is a creative and detailed process that requires not only knowledge of a technical discipline but
also confident knowledge of the theoretical side and its application in practice.

Il. LITERATURE ANALYSIS

2.1. Approaches to creating a web application

To create a web application, a developer in the "JavaScript world" has to choose from a large number of options, not
only types of web applications but also the technology used to create the application. This is because JavaScript is one of
the most widespread programming languages, as well as the ability of anyone to create and distribute their solution to a
problem or a new solution as a Node Package Module.

The definition of "web application" can be perceived differently depending on the environment where web
technologies are used. For example, a web application can be created as a full-fledged Android, Desktop, web server, or
console application, but the main use case is to run in a browser.

The types of web applications include:

e Single Page Application (SPA): this is a type of application that runs only on the client side. The application is
interactive for the user and navigation throughout the application takes place without reloading the page;

e Multi Page Application (MPA): traditional multi-page web applications. When switching between pages, the user
loads a new page;

e Progressive Web Application (PWA): similar features, functions, and quality of user experience to traditional
computer and mobile applications based on SPA solutions. However, it is difficult to distinguish such applications as non-
PWA or PWA. PWA applications are characterised by the following aspects, they must have a proxy layer (Service
Worker) and a Web App manifest.

Popular web technologies used to create a web application are React, Vue, and Angular. These technologies can also
use the SPA and PWA approaches, combining them to improve the user experience.

In addition to these technologies, some use one of the already mentioned technologies for page rendering, use the
Server Side Rendering (SSR) approach for SEO page optimisation, speed up page loading speed, and provide an
opportunity to build an application using all three types of web applications.

In cases where a web application does not require the use of any of the above technologies, but rather pure JavaScript
solutions, use builders such as Vite, Webpack, Rollup, Parcel; Gulp. Most of these technologies use a bundler to improve
the developer experience.

It is also worth noting that there are systems for creating web applications, namely content management systems, or
CMS (Content Management System), which is a website content management system, or they are also called CMS engines
[1]. Such systems offer the use of ready-made templates for a website, provide ready-made functional solutions for
managing website content and design, and various plugins that implement certain functionality for a website. Examples
of CMS are WordPress, Joomla, OpenCart, Shopify, and Fix.

2.2. Business requirements for a content exchange system

Defining precise requirements ensures that all parties involved in the creation of the system have a clear understanding
of what they are developing.

Business requirements define the strategic path of the project. They include high-level project requirements that
describe the overall business goal from the company's perspective. The goal may be to increase profits or capture a larger
market share [2]. The business requirements of the content sharing system are to provide the user with the opportunity to
get acquainted with the character's story and multimedia content (photos, videos) from games and other entertainment
services, interact with the user to make him or her interested in the content offered and promote a new niche in the
Ukrainian segment by creating a united community.

Solution requirements describe the specific characteristics that a product must have to meet the needs of stakeholders
and the business itself. They fall into two broad groups [3]:

e Functional requirements describe the capabilities that a solution should have in terms of behaviour and information
that the solution will manage [4];

e Non-functional requirements are not directly related to the behaviour of the solution's functionality, but rather describe
the conditions under which the solution must remain effective or the qualities that the solution must have [4].

Another important stage is the creation of a project solution. A project solution is a reasoned recommendation for
achieving a specific desired result, determining its feasibility for implementation in the form of a project. It is an integral
part of the project and correlates with it as a part of the whole.

2.3. Technology stack for developing a content exchange system

In web development, choosing the technologies that will be used to develop the software implementation is always an
important stage because in the world of JavaScript, there are a lot of solutions that solve specific requirements in an
extremely efficient way.
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A technology stack is a set of technologies that are put together to create any application. Also known as a technology
infrastructure stack or solution stack, a technology stack has become essential for building easy-to-maintain, scalable web
applications [5]. The technology stack of a content exchange system consists of two important elements: the front-end
(client side) and the back-end (server side).

The success of the business project will also depend on the right choice of the technology stack. Therefore, when
choosing a technology stack, you should focus on the following key points:

o Workflow support: Implementing new software solutions can be time-consuming. The team needs to adapt, and it
takes time to increase efficiency. However, choosing the right set of technologies from the outset can help avoid
unnecessary changes in the future [6];

e Budget savings: rebuilding a technology stack is costly. This may include reworking applications, reviewing and
changing processes, and even hiring new employees with specialised skills [6];

e Supporting innovation and scaling: budget and team staffing constraints can slow down product development, and
while the technology stack should not be allowed to be the main reason for pursuing new opportunities and ideas, it should
always be ensured that the technology stack encourages innovation rather than restricts it [6].

Following the defined requirements (see section 4.1) and project decision stages (see section 4.2), the successful
implementation of a web application requires
e Create a website layout;

e Implement a web server using third-party services and create APl documentation;
e Implement a web application according to the layout.

Therefore, before proceeding to the implementation of a web application, you need to determine which technologies
should be used at each of the above stages.

To create a layout, you can use Figma, Axure RP, Draftium, InVision, or Adobe XD. In the implementation of the
target system, the Figma tool will be used, due to a small entry curve for starting to use, a sufficient amount of
functionality, and no restrictions on creating and editing projects.

To develop a web server, you can use Spring MVC, Express, Laravel, and Django. In the implementation of the target
system, the Express framework will be used. The advantages of this technology are a single programming language for a
web application and a web server, ease of use, and a large number of extensions and packages for solving various tasks.

When choosing a technology for the web server, you need to select a service that will provide SDK solutions for
interacting with the database and cloud media storage and a service for sending emails.

For the web server, we will use the Firebase SDK solution, as the above-mentioned services provide a large amount
of functionality, but have a different entry curve for starting to use them. Compared to AWS and Microsoft platforms,
Firebase does not require additional knowledge of the platform itself and its infrastructure to be used.

Mailchimp, Sendinblue, and GetResponse can be used for sending emails. In the implementation of the target system,
Sendinblue will be used, due to the ease of use of the service and the largest number of messages provided in the free
tariff.

For API documentation, Swagger will be used, as Swagger has no disadvantages among all other technologies, and
also provides self-generated documentation for APl documentation without the need to change the development
environment.

To create a web application, the Webpack builder will be used, due to the possibility of greater control over the build
configuration process and ease of extension if necessary to add a web framework or other technology compared to other
builders such as Vite, Rollup, and Parcel.

Following the requirement for the webserver to use the SSR approach and the web application and web server
technology stack, Handlebars will be used to create dynamic and static HTML pages. This technology will reduce the
amount of repetitive code by splitting the template into separate parts and reusing them, and the technology will provide
a single solution for the client and server sides. SCSS will be used to style the pages, which is a preprocessor scripting
language that is a superset of CSS.

111. OBJECT, SUBJECT, AND METHODS OF RESEARCH

The object of research is the process of developing Web-oriented systems.

The subject of the study is Web-oriented content exchange systems as a means of obtaining and disseminating
information and technologies for their development.

Research methods. In this paper, the theoretical basis of the research is:

e Methods of analysing literature and scientific sources: a review of publications related to the development of a content
exchange system;

e Methods of requirements management: determination of user requirements, namely functional and non-functional
requirements, formation of a design solution;

e Algorithmic programming methods for creating web application and web server functionality;

e Analysis methods for selecting appropriate technologies, platforms for developing a content exchange system.

IV. RESULTS

4.1. Requirements for a content exchange system

The functional requirements for a content exchange system should include the following capabilities:

e Creating a user account by registering;
e User authorisation;
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e View multimedia content such as photo gallery, video and text information on the "character” page for an authorised
user;
Delete multimedia content (photos) from the "favourite photos" category;
Add multimedia content (photos) to the "favourite photos" category;
Create a personal list of "favourite characters";
Select an account profile photo from the list;
Edit personal account information;
Filter photo content by criteria;
Send an email to the developer.
Non-functional requirements for a content exchange system:
e Requirements for use:
o The system should be web-based;
o The design of the web application should be based on the "Desktop first" approach.
e Performance requirements: the system must support several thousand simultaneous requests to the web server and a
third-party service for storing media content and user information.
e Requirements for implementation:
o Programming languages for the implementation of the web application and web server should be JavaScript and
TypeScript;
o The architectural pattern for designing and developing a web server should be MVC (Model View Controller);
o The architectural pattern for designing and developing a web application should be MVVM (Model View
ViewModel);
o The project should be built using a monolithic architecture;
o The web server should use the SSR (Server Side Rendering) approach for dynamic pages;
o A bundler should be used for the web application, namely static pages;
o Use athird-party service to store media content, user information, and other information required by the system. The
service should provide SDK (Software Development Kit) solutions for working with the database and for working with
cloud storage for media content;
o Itshould be possible to edit, add and change media content in the system only through the use of a third-party control
panel to save all media resources;
o The minimum version of browsers in which the web application should work is: Chrome 49, Firefox 18, Safari 10,
Edge 12.
Reliability requirements:
The web server must be able to withstand a simultaneous load of at least 2000 users;
The web application should provide the user with only predefined functionality.
Interface requirements:
The web application must interact with the web server via the REST API (Representational State Transfer Application
Programming Interface);
o The web server should interact with a third-party service for storing media resources and user information via SDK.
e Security requirements:
o Routes and APIs that require user authentication should be protected on the web server side;
o The web server must use CSRF (Cross-Site Request Forgery) protection against cross-site request forgery; Authorised
users can only change data that is directly related to them.

4.2. Design solution for a content exchange system

The project solution for a content exchange system will be a set of incremental stages that determine the amount of
work that needs to be done to successfully implement the project.

Stages of developing a content exchange system:
e Research stage:
o Market and competitor research: comparing the capabilities of competitors and the target system (see Table 1).
@)

O @ O O

Analysis of the target audience: following the "5W" method:

"What": the opportunity for users to get acquainted with multimedia content and textual information about the world
of games and other entertainment services and interactive interaction with the user;
= "Who: people of any age who like to spend time playing games;
= "Why": the ability to quickly get acquainted with certain content;
= "Where: search engines;

"When: any time, mostly in the evening after 19:00.

Stage "Development of a full-fledged website design™:
Designing the interface and architecture of the website;
Development of sections and pages for the website layout.
Stage "Website layout according to the design":

Layout of all pages according to the design;

Work with animation of elements on the pages.

Stage "Implementation of the server part":

® O O @€ OO o

42


http://www.atbp.ontu.edu.ua/

u ABTOMaTH3allis TEXHOJIOTTYHUX 1 GizHec-mporeciB Volume 16, Issue 2 / 2024 u
http://www.atbp.ontu.edu.ua/

o Creating routing for the website;

o Creating public and private REST APIs;

o Creation of API documentation;

o Using third-party services to obtain user information and data about multimedia content.

e Stage "Testing the web application and web server":

o Writing Unit tests for web server services;

o Writing End-to-end tests for a web application.

e Support stage:

o Publishing the source code in a repository of one of the web services for version control system repositories (Git).

Table 1. Competitors' characteristics research
Features / Competitors Fandom «Bicuuk IaiiMoH» Honey Impact Target
Website Website Website system

Content diversity + - - +
Interactive user experience + + + +
Photo gallery - + - +
Create a user profile + - + +
Availability of the "favourite - - - +
photos" category
Focus on the Ukrainian- - + - +
speaking segment

4.3. Software implementation of the content exchange system

Following the steps for successful implementation of a web application (see Section 2.3), the first stage of
implementing a content exchange system is to create a mockup in Figma. Following the requirements and the technology
stack, a web application mockup was created, Fig. 1 shows the layout of the main page of the web application.

The following pages have been developed in the course of the site's layout:
e Home page - contains brief information about the service. The page contains minimal text of up to 100 words in black.
All navigation elements and images on the page are intuitively simple for the user;
e The page "Taiwan through photos" implements the requirement "filtering photo content by criteria”. On the right side
of the page, there is a list of photos with thematic content, and on the left side, there is a functionality for direct filtering;
e Authorisation page - contains a form with fields for entering email and password, as well as a link to the registration
page;
e Registration page - contains a form with fields for entering your email, password, name, selection of a game element
(water, fire, earth, air, etc.) and a game city from the proposed list;
e User profile page - this page contains a list of photos that belong to the category of the user's "favourite characters"
and the ability to edit the list by deleting certain photos. The page also provides an opportunity to edit the user's personal
information and update the list of "“favourite characters";
e Sending a message page - this page implements the requirement to send an email to the developer, it contains a form
with a field for mail and a test message;
e Page with a list of characters - contains a list of all characters and a link to the detailed page with the character;
e Character page - contains detailed information about the character in the form of text information, video and photo
content, and also has the functionality to add a photo to the "favourite photos" category;
e About page - contains a short text from the developer of the content sharing system, no more than 50 words.
The link to the entire layout for the web application is attached:
https://www.figma.com/file/8gxkL 94 XyHiuedsIxtSG9y/Keqing-site?node-id=1305%3A15&mode=dev.

Keqing/Ke LUnH @)

HedpuTosa pisHoBara yrpynysaHHsi
LucmH 8 i KO€. Y Hei € wo ckasati
npotv “Bonoaaps Kamks, npasnadoro
nuLe CNOBOM', ane, BUABNAETBLEA,
6oruv N6NATL TaKMX CKEMNTUKIB, K
BOHa

Fig. 1. Home page layout
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The second stage involves the implementation of the web server itself using third-party services and the creation of
API documentation. The requirements for the web server also include the use of the MVC architectural pattern and CSRF
protection.

Fig. 2 shows the architecture of the web server following the MVC template and Fig. 3 shows the initialisation of
CSRF protection in the web server.

> BB C
- e
- e
- ®

s

v

is <= Api controller

6 Router controller

~rvices € Model
Fig. 2 Web server architecture

| R W

const csurf = require('csurf

const csrufSecure = csurf({ cookie: true
const csrufSecureAPI = csurf

cookie: true

ignoreMethods HEAD OPTIONS

app.use(csrufSecure

app.all('* req, res, next) =>
res.cookie( 'XSRF-TOKEN req.csrfToken
next

app.use(site_router
if (process.env.NODE_ENV === 'test
app.use( ' /api/vl’, api_vil

app.use( ' /api/vil csrufSecureAPI, api_vl

Fig. 3. CSRF protection in a web server

Following the defined technology stack for implementation:
e  The web server is based on the Express framework;
The Firebase SDK was used to work with the database and cloud storage for media content;
Sendinblue is used for sending emails;
Handlebars is used for SSR approach;
API documentation is based on the NPM package "swagger-ui-express"”. The web server provides access to the
API documentation page via the following route "[URL]/api-docs".

The third stage is the implementation of the web application. Following the defined technology stack at this stage:

e  We used the Webpack bundler with its configuration;

e  \Web pages are built according to the layout.

Another requirement for creating a web application is to use the MVVVM architectural pattern. Fig. 4 shows the
architecture of a web application using the MVVM template. Accordingly, after creating the configuration file for the
bundler, the pages for the web application are built, Fig. 5 shows the view of the main page.
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ViewModel

Keqing/Ke LI,MH@

HanronosHiwwnm Tpyaoronik i KOe. Ha ii aymky

npauoBaTth Tpeba 3a AECATLOX, a AKICTb Mae ByTn
HankpalwLlow. Takox caMa BOHa Kaxe Wwo Yac Goris
NPOULWWOB, NIAXN MaKOTbL BIANOBIAATH 3a CBOK A0NKD,

BUABNAETLCA BOrM NIOGATL TaKMUX CKENTUKIB,

*B3arani, BoHa 4yaosa i npuemia gisanna, O6oxmiomo fill

anepen Kew lfonocosi ictopii

nES.A BENG
Fig. 5. Home page of the web application

4.4. Testing the content exchange system

Following the testing phase in section 4.2, to test the content exchange system, you need to write Unit tests for the
services (business logic) of the web server and write End-to-end tests for the web application.

Jest is used to write unit tests. Fig. 6 shows the details of implementing a unit test of a service for working with a
database. To start the test execution process locally, run the following command in the terminal of the project root folder
"npm run be:test", Fig. 7 shows the result of running all unit tests.

ser_data.get user(mockUserData.uid

t(res).toEqual(mockUserData
t(mockStoreCollection) . toBeCalledWith( 'users

t;;_;st }
await user_data.update user(newData, mockUserData.uid
expect (mockStoreSet).toBeCalledwith({ ...mockUserData, ...newData }
update stand’, async () => {
{ stand: ‘test
it user_data.update_user_stand(newData, mockUserData.uid

expect (mockStoreSet).toBeCalledwith({ ...mockUserData, stand: newData }

it('#update user favorite new item

Fig. 6. Unit test of the service o ing with the database
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> keqing site backend@l.®.® test

> jest

src/services/firebase/auth.service.test.js ( )

srcfservices/firebase/storage.service.test.js ( )
srcfservices/firebase/store.service.test.js ( )

src/services/local_data.service.test.js
src/services/mail.service.test.js

Test Suites: 5 passed, 5 total

Tests:
Snapshots: (2]
Time:

15 passed, 15 total

total

14.167 s

Ran all test suites.

Fig. 7. The result of the Unit tests

Cypress was used to write and execute E2E tests. Fig. 8 shows the details of implementing E2E tests for the character
page. To start the process of running tests locally, run the following command in the terminal of the project root folder

"npm run fe:test”, Fig. 9 shows the result of the E2E test for the character

describe( ‘Test character page

beforeEach
cy.visit

cy.fixture('user-credentials.secret

cy.get
cy.get
cy.get

beforeEach
cy.get
cy.get
cy.get
cy.get

/login?continuePath=/characters/ayaka
then
force: true
force

user
#email

#password
form button[type="submit"“]

type(user.email
type(user.password
click

.k-header-controls-item.k-images-btn open
.k-images as
.k-header-controls-item.k-video-btn_open
.k-video').as

listImages

video

it('#open character images should work

cy.get( '@openImages
@listImages

cy.get

click
should( 'be.visible

it('#open character video should work

cy.get

characterPage

@openVideo
cy.get( '@video

click
should( 'be.visible

30BHIWHICTL

page.

true

as( 'openImages

as( 'openVideo

Fig. 9. The result of the test for the character page

V. CONCLUSIONS

The paper presents the results of a theoretical study and practical implementation, which consist of the development
of a WEB-oriented content exchange system. The results of the theoretical study include the formation of functional and
non-functional requirements and a design solution for the system. The results of the theoretical study became the basis
for the practical implementation of a WEB-oriented content exchange system. As a result of the practical implementation
of the content-sharing system, the following conclusions were obtained:
e The layout for the web application was implemented following the functional requirements, which made it possible
to identify inaccuracies in the requirements, obtain the main features of the web application in advance and adjust the

development process.

e The software implementation of the client part of the content exchange system was carried out following the created
layout, defined requirements and the selected technology stack in the form of a multi-page web application.
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e Software implementation of the web server for the content exchange system following the requirements using third-
party services, the selected technology stack and ensuring the protection of the web server from cross-site request forgery.
e We tested the content exchange system by writing Unit tests for the web server and End-to-end tests for the web
application. Testing ensures that the system works correctly and directly helps to detect errors if they occur when a certain
time of the system changes.
e To expand the possibility of project support and due to the large code base, the source code of the content-sharing
system is hosted on the GitHub repository service, the link is attached: https://github.com/zenia369/keging-site.
A web-based system for content sharing is available on the Internet and can be accessed at the following link:
https://keging-site.onrender.com/.
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Abstract. In the conditions of technological progress and rapid development of information technologies, it is very
challenging to prepare specialists in the field of information and communication technologies who would fully possess
the knowledge and skills to work with the diverse range of instrumental and software tools and equipment used in the
field. This is due to the continuous improvement and updating of programming languages, frameworks, software
environments, shells, and hardware. One of the ways to address this issue is through computer-based educational
programs, allowing the individualization of the learning process while preserving it’s quality. Currently, there is a large
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number of computer-based educational programs used in the study of various disciplines. This paper presents the design
of a computer-based educational program on the subject "Fundamentals of Computer Modeling," which enables the
modeling of random patterns of various natures, ranging from random events to random streams. The educational
program consists of three modules, which include a theoretical part on methods of modeling random patterns, testing
after each topic, and a calculator for all modeling methods. In each modeling method, you can input any initial data,
such as the number of trials, probabilities of events, functions, and parameters of distribution laws. The results of
modeling random patterns can be saved as a file. The program interface is available in three languages: Russian, English,
and Kazakh. The currently developing educational program aims to improve the learning process in the "Fundamentals
of Computer Modeling™ discipline and allows learners to study it independently without any interventions from a
professor.

Anomayin. B ymosax mexniunozo npozpecy ma cmpimko2o po36umky inQopmayitinux mexnonozii oyice CKiaoHo
niozomyeamu cneyianicmis y eany3i iHQpOpMayitiHo-KOMYHIKAYIUHUX TMEeXHON02I, SIKI 6 Y NOBHIN MIpi 860100i1U 3SHAHHAMU
ma HAGUYKAMYU POOOMU 3 PISHOMAHIMHUM CHEKMPOM BUKOPUCTNOSYBAHUX THCTNPYMEHMATLHUX A NPOSPAMHUX 3AC00i8
ma 06NAOHAHHSA. 8 NOTLOBUX YMO8aX. Le noe sa3ano 3 6e3nepepsHum yOOCKOHANEHHAM | OHOBNEHHAM MO8 NPOZPAMY8AHHS,
@petimeopkie, npocpamuux cepedosuwy, 000IOHOK [ anapamnozo 3abesneuenns. OOHUM i3 WIISAXI6 GUPIULEHHS Yiel
npoodaemu € Komn 10omepHi HA8YANbLHI NPoPAMU, WO 00380AI0Mb IHOUBIOYANIZY8AMU NPOYEC HABUANHS, 30epiealoyu 1l020
axicmob. B 0anuil wac ichye 6eauxa KinoKicms KOMn 10mepHux HaguaibHUX RPOSPam, AKi BUKOPUCIOBYIOMbCA NPU BUSHEHHT
pizHux oucyuniin. Y yitl pobomi npedcmaegieHo Ou3ain KOMn 1omepHoi HasuaibHol npoepamu 3 oucyuniinu « OcHosu
KOMN I0MepHO20 MOOCTIO8AHHAY, AKA 00360I9€ MOOEI08AMY BUNAOKOG] 3aKOHOMIPHOCMI PI3HOT NPUPOOU, ROYUHAIOUU
810 8UNAOKOBUX NOOIl I 3aKIHUYIOYU sunadkosumu nomoxkamu. Hasuanena npoepama cknaoaemocs 3 mpbox mMooyiie, sKi
BKNIOUAIOMb MEOPEMULHY YACMUHY 3 MEMOOI8 MOOENOBAHHS BUNAOKOBUX 3AKOHOMIPHOCIEU, MECHY8ANHS NICIS KOJICHOT
memu ma KanbKyasamop 05 8Cix Memooie MOOeN08anH . YV KOWCHOMY MemoOi MOOeNOB8AHHI MONMCHA 8600UMU 0)0b-5Ki
BUXIOHI OaHi, mMaki AK KiIbKicmb 6unpodysanv, UMOSIpHOCMI NOOI, QYHKYIl ma napamempu 3aKOHI8 PO3NOOLNY.
Peszyromamu modeniosantsn 6unaokosux 3aKOHOMIpHOCel MOdiCHA 30epeemu y uenadi ¢aiiny. Inmepgheiic npoepamu
O00CIYNHUL MPbOMA MOBAMU: POCIUCLKOIO, AH2ATCLKOI0 ma Kasaxcvkolo. Hasuanvnua npoepama, wo po3pobasecmucs,
CHPAMOBAHA HA B00CKOHANEHHS HAGUANbHO20 npoyecy 3 oucyuniiny « OCHOBU KOMN I0OMEpHO20 MOOEN06aAHHA) Mda
00380J1A€ CYXAUAM BUBHATU iT CAMOCMILIHO De3 8MPYUaHHA 8UKIA0AUd.

Keywords: education informatization, educational process, computer-based educational program, instructional
programs, simulation modeling, random patterns, continuous random variables, discrete random variables.

Karouosi ciioBa: inpopmarnzanisi OCBiTH, HaBYaJbHUI IMpPOILIEC, KOMII IOTEpHA HaBYalbHA IpOrpaMa, HaByYaJIbHI
mporpaMH, iMiTamiiHe MOJETIOBaHHS, BUMAJKOBI 3aKOHOMIPHOCTI, HETIEPEpPBHI BHUIIAJKOBI BETUYWHH, TUCKPETHI
BUIIAJIKOBI BEJIMYMHU.

L. INTRODUCTION

In the era of information technology development, there is a wide variety of programming languages, frameworks,
instrumental and software tools, shells, and equipment that students, enrolled in the educational programs "6B06101 -
Information Systems" and "6B06103 - Intelligent Robotics," need to be familiar with. Typically, specialists in these fields
must be able to use various types of instrumental and software environments and equipment.

The limited number of hours allocated to different disciplines and the constant evolution and updating of information
technologies and equipment do not allow for structuring the educational process to cover all existing programming
languages, instrumental and software tools, shells, and equipment.

For the quality and effective performance of tasks assigned to specialists in the field of information technology and
robotics, they need to constantly improve their skills and explore new digital tools and equipment. This process should
continue even after they have completed their education in this field.

One solution to this problem is computer-based educational programs aimed at self-learning, which, in turn, allow
individuals to undergo training at a convenient (free) time for them.

I1. LITERATURE ANALYSIS

More and more educators are utilizing various informational and interactive teaching methods and technologies [1-
11]. The use of informational and interactive methods and technologies enables the activation of the cognitive activities
of learners, optimizes the task execution process, and improves communication between the teacher and learners.

Currently, there are a multitude of digital tools that can be employed in teaching various disciplines. Among such
tools are no-code tools, online compilers, integrated programming environments for software development, platforms for
creating tests and quizzes, virtual trainers and simulators, educational platforms, etc.

Many researchers are involved in the development and use of computer-based educational programs for studying
various disciplines. For instance, in [6], the authors develop educational and control programs, an electronic textbook
"Forensic Studies of Narcotics and Psychotropic Substances” for students in the field of "Forensic Expertise," which
includes two lecture presentations, two educational programs, six control tests, two instructional videos, and other
educational materials covering all the topics studied.

In [7], the authors use an instructional (control and instructional) program in the study of the discipline "Digital
Devices and Microprocessors," which is developed in the "Delphi" language.

When studying electronic devices and designing the structure of radio-electronic equipment, it is convenient to use
various electronic laboratory practicals, as demonstrated in [8].
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The authors of [9] developed five virtual laboratory works for studying the discipline "Heat Supply of Forest Industry
Enterprises,” which students can perform remotely. Thanks to the developed laboratory works, students reduce the time
of their completion by accelerating simulated processes and can visually study and analyze processes under unlimited
conditions. Virtual laboratories can also be used as an alternative to using outdated equipment during its repair or before
purchasing new equipment.

In [10], the authors propose a computer-based educational program for studying the topic "Graphical Method for
Solving Optimization Problems" in the mathematical section "Linear Programming." The developed program can be used
by students from various training directions in universities and is intended to form deep theoretical knowledge and
sustainable skills in solving specific problems. The program also includes testing to reinforce the covered material. It can
be used in distance learning for part-time students and students combining work with education.

Thus, the development of computer-based educational programs is a relevant direction and is used by many authors
in teaching various disciplines. The following section discusses issues related to creating computer-based educational
programs and the requirements placed on them.

111. COMPUTER-BASED EDUCATIONAL PROGRAMS

Educational software is a term that refers to any computer software created for educational purposes. The scope of
application for such software is not limited, as it is commonly used in the study of exact sciences as well as in linguistic
analysis.

Computer-based educational programs, as software for educational purposes, can be conceptualized as a system
consisting of two main components (subsystems): the informational (content) and the programmatic (implementation)
[12].

The informational subsystem is responsible for the content of education, providing educational materials, concepts,
and tasks. This part ensures the relevance, quality, and relevance of the instructional material.

The programmatic subsystem, in turn, is responsible for the technical implementation and presentation of the
informational part. This includes interface development, task creation, management of the learning process, and other
technological aspects.

When creating computer-based educational programs, there are two main approaches, represented by two polar points
of view [12]. According to the first perspective, it is sufficient for the instructor to prepare educational materials correctly,
and their computer adaptation will not present significant difficulties. According to the second perspective, a qualified
programmer can take any textbook and, without the author's involvement, create an effective educational tool. The first
approach emphasizes the importance of content, while the second emphasizes programmatic implementation.

These two aspects, informational and programmatic, are interrelated and require attention and efforts from both
content experts and programmers to create comprehensive and effective educational software.

Computer programs used in education should primarily possess certain basic characteristics. Research on and
identification of such characteristics for linguistic programs were undertaken by V.G. Sibirtseva and N.Kh. Frolova in
their work [13]. The following characteristics were proposed for evaluating educational software:

- Presence of a large volume of data;

- Free availability;

- User-friendliness;

- Multilingualism;

- Multifunctionality.

The authors [13] compiled a series of educational programs possessing these properties, such as TextAnalyst SDK,
LF Aligner, LEKTA, and AntConc. Within the research, a survey was conducted, asking respondents to mark the
characteristics that were important to them (see table 1).

Thus, when it comes to computer-based educational programs, there are several key requirements that help ensure
their effectiveness [14]:

- Goal-oriented educational work, assuming that after completing the course provided by the computer-based
educational program, the user should achieve specific goals in terms of acquired knowledge, skills, and abilities.

- Proper selection and structuring of educational material, implying that a critical factor in education is the correct
choice and presentation of educational material. The program should structure the material in such a way that the learner
receives only the necessary information presented in an optimal form for assimilation.

- Additionally, it is important to consider that users may have different levels of experience in working with computers.
Therefore, the program interface should be accessible and intuitively understandable even for those who do not have
advanced computer skills.

- An orientation towards the average learner is also necessary. Except for narrowly specialized programs, educational
material should be adapted to be understandable for those with basic knowledge in the field.

- The program should provide educational materials and an interface that allow the user to independently absorb
information without the constant intervention of an instructor.
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Table 1 — Characteristics of Investigated Programs in Comparison [13].

Program Great text volume | Free access | User-friendliness | Multilingual | Multifunctioning
TextAnalyst SDK + + - - -
LF Aligner + + + + -
LEKTA + - + - +
AntConc + + - + +

IV. RESULTS

At the Department of Information Technologies at Turan University, a computer-based educational program is being
developed for the course "Fundamentals of Computer Modeling." The program is intended for students enrolled in the
educational programs "6B06101 - Information Systems" and "6B06103 - Intelligent Robotics," enabling them to model
random patterns of any nature, ranging from random events to random flows.

The educational program consists of 6 laboratory works (fig. 1). The program interface is designed in three languages:
Russian, Kazakh, and English (fig. 2).

Each laboratory work includes various methods for modeling random patterns and the most common laws of their
distribution (fig. 2).

For example, in laboratory work No. 3, "Modeling Continuous Random Patterns," methods such as the inverse
function method, Neumann's rejection method, limit theorem method, and composition method are discussed.

Among the frequently encountered distributions of continuous variables, normal, uniform, linear, gamma, and
exponential distributions are highlighted, and these are also covered in laboratory work No. 3.

The results of laboratory works can be presented as numerical data (fig. 2) or as graphs (fig. 3). Numerical data can
be saved in an Excel file format (fig. 4).
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Fig 1 — Main Page of the Program
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Fig. 3 — Modeling Continuous Random Variables
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Fig.5 — Saving file as Excel format

Before completing each laboratory work, the learner can familiarize themselves with the theoretical part and numerical
examples for each method and algorithm (fig. 6).

To reinforce the covered material, the learner can take a test on each topic and analyze their results (fig 7). In case of
unsatisfactory results in a particular topic, the learner can review it again.
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Fig. 6 — Theoretical part
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Fig. 7 — Taking the test

V. CONCLUSIONS

In the context of rapid developments in information technology, the development of computer-based educational
programs becomes one of the promising directions for the educational environment of any university. With the aim of
enhancing the educational process and increasing the effectiveness of learning, it is proposed to integrate digital
technologies into education and develop computer-based educational programs.

In this research work, the authors present a computer-based educational program based on a complex of simulation
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models for modeling random patterns, demonstrating high universality. The proposed simulation system incorporates
methods and algorithms for modeling random patterns of various natures, ranging from random events to random flows.
These methods and algorithms cover the most commonly used methods and encountered distributions.

The developed computer-based educational program covers the entire cycle of the learning process, starting from
studying the theoretical part, reinforcing it through practical examples, and concluding with testing. This program is
designed to improve the learning process for the discipline and provides learners with the opportunity to independently
study the subject without the direct intervention of an educator.

VI. REFERENCES
[1.] Bogdanov S.G. Komp'yuternye obuchayushchie programmy kak osnovnoj ehlement informacionno-obrazovatel'noj
sredy v organizacii processa podgotovki bakalavrov-kinologov / S. G. Bogdanov // Gumanizaciya obrazovaniya. — 2023.
—Ne 2. —S.132-143. — DOI: 10.24412/1029-3388-2023-2-132-143 (data obrashcheniya 25.01.2024).

[2.] Chistyakov V.A. Komp'yuternye obuchayushchie programmy: problemy organizacii uchebnogo processa //
Nauchnyj poisk. — 2014. — Ne 2.2. — S. 49-51. — URL: https://elibrary.ru/item.asp?id=21843471 (data obrashcheniya
25.01.2024).

[3.] Andreeva, E. A. Komp'yuternye obuchayushchie programmy po inostrannomu yazyku kak forma realizacii
kompetentnostnogo podkhoda v vuze / E. A. Andreeva, R. R. Sagitova, EH. I. Nazmieva // Vestnik NCBZHD. — 2019. —
Ne 1(39). — S. 5-9. — — URL: https://elibrary.ru/item.asp?id=37197030 (data obrashcheniya 25.01.2024).

[4.] Blinov S.N., Ivanilova T.N., Kudryavceva O.A. Obuchayushchaya komp'yuternaya programma "Virtual'nye
laboratornye raboty po kursu "Fizika" dlya studentov tekhnicheskikh special'nostej” // Otkrytoe i distancionnoe
obrazovanie. — 2019. — Ne 1(73). — S. 46-52. — DOI 10.17223/16095944/73/6.

[5.] Safonova I.E., Shcherbakova O.S. Komp'yuternaya obuchayushchaya programma “lIssledovanie modelej SMO i
SEMO" /I Informacionnye tekhnologii v nauke, obrazovanii i proizvodstve: Materialy mezhdunarodnoj nauchno-
prakticheskoj konferencii, Moskva, 08 fevralya 2018 goda / Pod red. YU.S. Rudenko, R.M. Kubovoj, V.V. Shamraevoj.
— Moskva: Moskovskij universitet im. S.YU. Vitte, 2018. — S. 323-336.

[6.] Pozanova I.A. Ispol'zovanie ehlektronnykh sredstv obucheniya na zanyatiyakh po discipline "Kriminalisticheskoe
issledovanie veshchestv, materialov i izdelij iz nikh" / I. A. Pozanova // Vestnik Vostochno-Sibirskogo instituta MVD
Rossii. — 2012. — Ne 3(62). — S. 14-19.

[7] Kostenkov V.A., Maslov A.D., Utenkov A.YU. Osobennosti ispol'zovaniya komp'yuternykh obuchayushchikh
programm // DINAMIKA VZAIMOOTNOSHENIJ RAZLICHNYKH OBLASTEJ nauki v SOVREMENNYKH
USLOVIYAKH: shornik statej Mezhdunarodnoj nauchno-prakticheskoj konferencii, Novosibirsk, 29 maya 2018 goda.
Tom Chast' 1. — Novosibirsk: Obshchestvo s ogranichennoj otvetstvennost'yu "OMEGA SAJNS", 2018. — S. 32-34. —
URL.: https://elibrary.ru/item.asp?id=34936337 (data obrashcheniya 25.01.2024).

[8.] Kostenkov V.A., Maslov A.D., Volkov A.A. Osobennosti ispol'zovaniya testovykh programm i laboratornykh
praktikumov // DINAMIKA VZAIMOOTNOSHENIJ RAZLICHNYKH OBLASTEJ nauki v SOVREMENNYKH
USLOVIYAKH: shornik statej Mezhdunarodnoj nauchno-prakticheskoj konferencii, Novosibirsk, 29 maya 2018 goda.
Tom Chast' 1. — Novosibirsk: Obshchestvo s ogranichennoj otvetstvennost'yu "OMEGA SAJNS", 2018. — S. 35-37. —
URL.: https://elibrary.ru/item.asp?id=34936337 (data obrashcheniya 25.01.2024).

[9.] Blinov S.N., Orlov A.A. Obuchayushchaya komp'yuternaya programma "Virtual'nye laboratornye raboty po
discipline “Teplosnabzhenie predpriyatij lesnogo kompleksA™" // Informatika i obrazovanie. — 2020. — Ne 10(319). — S.
54-61. — DOI 10.32517/0234-0453-2020-35-10-54-61.

[10.] Shcherbatykh V.E. O primenenii komp'yuternoj obuchayushchej programmy pri izuchenii graficheskogo metoda
resheniya zadach linejnogo programmirovaniya // Fundamental'nye problemy obucheniya matematike, informatike i
informatizacii obrazovaniya: Sbornik tezisov dokladov mezhdunarodnoj nauchnoj konferencii, Elec, 29 sentyabrya — 01
2023 goda. — Elec: Eleckij gosudarstvennyj universitet im. LA. Bunina, 2023. — S. 233-236. - — URL:
https://elibrary.ru/item.asp?id=54642271 (data obrashcheniya: 26.01.2024).

[11.] Sidorenko T.EH. Obuchayushchaya komp'yuternaya programma po inostrannomu yazyku: funkcii i soderzhanie //
Nauka segodnya: zadachi i puti ikh resheniya : materialy mezhdunarodnoj nauchno-prakticheskoj konferencii, VVologda,
29 maya 2019 goda. — Vologda: OO0 «MarkeR», 2019. — S. 111-113. — URL:https://elibrary.ru/item.asp?id=37750519
(data obrashcheniya: 26.01.2024).

[12.] Ayazbaev T.L., Galaguzova T.A. Tekhnologiya sozdaniya komp'yuternykh obuchayushchikh programm //
Mezhdunarodnyj zhurnal ehksperimental'nogo obrazovaniya. — 2015. — Ne 3-1. — S. 76-78. — URL:
https://expeducation.ru/ru/article/view?id=6702 (data obrashcheniya: 26.01.2024).

[13.] Sibirceva Vera Grigor'evna, Frolova Natal'ya Khajdarovna Issledovanie potenciala komp'yuternykh programm dlya
stilisticheskogo i perevodcheskogo analiza teksta i ego prakticheskoe primenenie // Vestnik NGU. Seriya: Lingvistika i
mezhkul'turnaya kommunikaciya. 2019. Nel. URL: https://cyberleninka.ru/article/n/issledovanie-potentsiala-
kompyuternyh-programm-dlya-stilisticheskogo-i-perevodche skogo-analiza-teksta-i-ego-prakticheskoe-primenenie
(data obrashcheniya: 26.01.2024).

[14.] Nikol'skij P.G., Kuznecov A.V., Arkhipov S.N., Chistyakov S.V. Komp'yuternaya obuchayushchaya programma
dlya podgotovki specialistov v oblasti telekommunikacij // Nauchnyj rezul'tat. Informacionnye tekhnologii. — 2019. - T.
4, Ne 2. —S.53-62. — DOI 10.18413/2518-1092-2019-4-2-0-6.

Orpumana B pemakmii 01.05.2024. TIpuitasta no apyky 15.05.2024. Received 01 May 2024. Approved 15 May
2024. Availableininternet 30 July 2024

54


http://www.atbp.ontu.edu.ua/

