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Abstract. To protect confidential data from computer crimes, the user must take care of the security of their information 
themselves, using existing modern software. One such tool is the implementation of message encryption by attaching a digital 
signature to the data. Three algorithms are required for cryptosystems to operate with a public key: an encryption algorithm, a
decryption algorithm, and a key generation algorithm. One of the promising ways to develop public key encryption is to use 
the model of raising highly discrete logarithms to generate keys, the so-called Diffie-Hellman algorithm. The recurrent 
relations that form the basis of the Mandelbrot set provide chaotic behavior and a significant dependence of the process on the 
initial conditions. These properties allow you to create a cryptographic system that can use them to solve problems.

The designed cryptographic system must combine the means of generating keys, encrypting text messages and generating a 
digital signature. The key exchange protocol provides for the establishment of a shared secret key between the participants, 
which can then be used to encrypt text or image messages with a digital signature.

The tools with which it is possible to solve and implement a system of fractal algorithms for information protection are 
analyzed. The study implemented a software product in the C # programming language in Visual Studio 2010. The system is 
designed as part of an object-oriented approach to software development, so it uses software classes to distribute functionality. 
The implemented algorithm has a larger number of possible keys in comparison with the Diffie-Hellman key exchange scheme 
common today. The large size of the key space makes it difficult to implement a bust, also known as the method of "brute 
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force". The chaotic properties of the fractal algorithm do not require the use of large numbers, but provide high quality 
encryption. Saving time on calculations allows you to reduce resource costs and increase system performance as a whole.

-
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public static ComplexNum operator +(ComplexNum op1, ComplexNum op2)
{

return new ComplexNum(op1.real + op2.real, op1.imag + op2.imag);
}

–
public static ComplexNum operator -(ComplexNum op1, ComplexNum op2)
{

return op1 + (-op2);
}

–
public static ComplexNum operator *(ComplexNum op1, ComplexNum op2)
{

double real = op1.real * op2.real - op1.imag * 
op2.imag; double imag = op1.imag * op2.real + 
op1.real * op2.imag;

return new ComplexNum(real, imag);
}

–
public static ComplexNum operator /(ComplexNum op1, ComplexNum op2)
{

double den = Math.Pow(op2.real, 2) + Math.Pow(op2.imag, 
2); double real = (op1.real * op2.real + op1.imag * 
op2.imag) / den; double imag = (op1.imag * op2.real -
op1.real * op2.imag) / den;

return new ComplexNum(real, imag);
}

–
public static ComplexNum operator ^(ComplexNum c, int n)
{

ComplexNum x = c;

if (n == 0)
return new ComplexNum(1);

for (int i = 1; i < n; 
i++) c = c * x;

return c;
}
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public double Modulus
{

get { return Math.Sqrt(real * real + imag * imag); }
}

public double Argument
{

get { return Math.Atan2(real, imag); }
}

public bool Check(int n, ComplexNum k)
{

bool b = false;
ComplexNum m = new 

ComplexNum(0); for (int i = 0; 
i < n; i++)

{
m = m * m + k;

}

if (m.Modulus < 
2) b = 
true;

return b;
}

- public ComplexNum encodeString(st
-

–
- public string decodeString(ComplexNum 

-

ressions.

public ComplexNum parseString(string str)
{

MatchCollection matches = Regex.Matches(str, @"-
?\s?\d+.\d+E[\+-]\d+"); string[] values = new 
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string[matches.Count];
for (int i = 0; i < matches.Count; i++)
{

values[i] = matches[i].Value;
values[i] = values[i].Replace(" ", string.Empty);

}
double real = 
double.Parse(values[0]); double imag 
= double.Parse(values[1]);
return new ComplexNum(real, imag);

}
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